BO THONG TIN VA TRUYEN THONG  CONG HOA XA HOI CHU NGHIA VIET NAM

TRUNG TAM UNG CUU KHAN CAP Pijc ldp - Ty do - Hanh phic
MAY TiNH VIET NAM

V/v theo déi, ngin chin két nbi may
chu diéu khién ma déc WannaCry

Kinh gui: \
- Céc don vi chuyén trach vé CNTT, ATTT Vé&n phong Trung
uong Pang, Van phong Chu tich nuée, Van phong Quéc hdi,
Van phong Chinh phu;
- Céc don vi chuyén trach vé CNTT, ATTT cac B§, Nganh;
- Céc don vi thuc B Thong tin va Truyén thong;
- Céac S thong tin va Truyén thong;
- Thanh vién mang ludi img ciru sur cb Internet Viét Nam;
- Cac Tong cong ty, Tap doan kinh t&; T4 chirc tai chinh va
ngan hang; cac Doanh nghiép ha t?:‘mg Internet, Vién thong, Pién
lye, Hang khong, Giao thdng vén tai.

Thyc hién Théng tu 27/2011/TT-BTTTT vé diéu phdi cc hoat déng \mg
ciru si ¢6 mang Internet Viét Nam, Trung tim VNCERT yéu ciu Lanh dao don
vi chi dao cac don vi thugc pham vi quéan 1y thuc hién khin cép cac viéc sau dé
phong ngira, ngin chin viéc tn céng clia ma doc Ransomware WannaCry (hoic
dugc biét véi cac tén khic nhu: WannaCrypt, WanaCryptOr 2.0, ...) vao Viét
Nam:

1. Theo ddi, ngin chin két ndi dén cac may chi may chu didu khién ma
ddc WannaCry va cdp nhét vao cic hé théng bao vé nhu: IDS/IPS, Firewall, ...
céc thong tin nhan dang tai phu luc dinh kém;

2. Néu phat hién cin nhanh chéng cé 1ap viing/méy da phat hién;

3.Kiém tra va thyc hién gép céc bude da duge huéng din trude day tai
van ban sé 80/VNCERT-PPUC, ngay 09/3/2016 va vin ban 123/VNCERT-
DPUTC, ngay 24/4/2017, tai tai dia chi:

http://www.vncert.gov.vn/baiviet.php?id=24
http://vncert.gov.vn/baiviet.php?id=52 ;

dé phong tranh céc cudc tn cong qui mé 16m va nguy hiém khéc;
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4. Sau khi thyuc hién, yéu cdu cdc don vij bdo cdo tinh hinh vé Piu méi
diéu phéi tng ciru su ¢b quéc gia (Trung tim VNCERT) theo dia chi email:
ir@vncert.gov.vn;

5. Trén day la ma ddc rit nguy hiém, c6 thé danh cép théng tin va ma hoa
toan bé méy chu hé théng déng thoi véi cac 18 hdng i cong b, Tin tic khai
thic va tn cong sé gy lén nhiéu hiu qua nghiém trong khac, Trung tim
VNCERT yéu cdu Lanh dao cic don vi nghiém tic thuc hién lénh diéu phdi.

Trén trong./.
_ KT.GIAM POC
Qg mhie HO GIAM BOC
- Nhu trén;

- Bo truéng Truong Minh Tuén (dé b/c);

- Thir truéng Nguyén Thanh Hung (dé b/c);

- Gidm dbc (dé b/c);

- Céc phong, chi nhanh: KTHT, NCPT, TVDT,
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IONG TIN VA TRUYEN THONG
- UNG CUU KHAN CAP MAY TiNH VIET NAM

PHU LUC

'%_ ! THONG TIN VE MA PQC WANNACRY
\jV*ET NAM £ {?aem theo cong vin s6 144/ VNCERT-DPUC ngay 13/5/2017)
R

T l.'Fa’ﬁ/ h sach cac may chii diéu khién ma djc (C&C Server)

STT | PiachiIP C&C STT Dia chi IP C&C
1 128.31.0.39 18 213.239.216.222
2 136.243.176.148 19 213.61.66.116
3 146.0.32.144 20 38.229.72.16
4 163.172.153.12 21 50.7.151.47
5 163.172.185.132 22 50.7.161.218
6 163.172.25.118 23 51.255.41.65
7 171.25.193.9 24 62.138.10.60
8 178.254.44.135 25 62.138.7.231
9 178.254.44.135 26 79.172.193.32
10 | 178.62.173.203 27 81.30.158.223
11 185.97.32.18 28 82.94.251.227
12 | 188.138.33.220 29 83.162.202.182
13 | 188.166.23.127 30 83.169.6.12
14 |192.42.115.102 31 86.59.21.38
15 ]193.23.244.244 32 89.45.235.21
16 |198.199.64.217 33 94.23.173.93
17 |212.47.232.237

IL. Danh sach tén tip tin

STT File name STT File Name

1 @WanaDecryptor@.exe 6 taskse.exe

2 |b.wnry 7 t.wnry

3 c.wnry 8 u.wnry

4 |s.wnry g  [Céc file véi phin md rong
] -wnry” i

5 |taskdl.exe 10 | Céc file véi phan mo rong
. WNCRY”
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IIL Danh sich mé bam (Hash SHA-256)

STT SHA-256

1 ed01ebfbc9ebSbbea545af4d01bf5f1071661840480439c6e5babe’e080a4
2 c365ddaa345cfcaff3d629505572a484¢ff5221933d68e42a52130b8bb7bad
3 09a46b3e1be080745a6d8d88d6b5bd351b1¢7586ae0dc94d0c238ee36421
4 0a73291ab5607aef7db23863cf8e72f55bch3¢c273bb47f00edf011515aeb5
5 428f22a9afd2797ede7c0583d34a052¢32693¢cbb55f567a60298587b6e67
6 5¢114£69¢c45cff9725d996919ffcf79d07bd0f624e06cfaSbcbacd2211046ed
7 62d828ee000e44f670ba322644¢c2351fe3 1af5b88a98f2b2ce27e423def1d
8 72af12d8139a80£317e851260027fdf208871ed334¢12637f49d819ab4b03
9 85ce324b878021ecfcIb811c748f19b82e61bb093ff64f2eabd57{9ef19b1
10 | ald9cd6fl89beff28a0a49b1018fe4510128471f004b3e4283ddc7f7859490
11 | a93ee7eal3238bd038bcbec635f39619db566145498fe6e0eable6e76d614
12 | b43b234012b8233b3df6adb7c0a3b2bl3cc2354dd6de27e092873bf58af2
13 | eb47cd6a937221411bb8daf35900a9897fb2341600870892a064066a65f42
14 | 24d004a104d4d54034dbcffc2a4b19a11£39008a575aa614ea04703480b1
15 [ 2c2d8bc91564050cf073745f1b117f4ffdd6470e87166abdfcd10ecdff040a
16 | 7a828afd2abfl53d840938090d498072b7e507c7021e4cddfc6baf727cafc
17 | a897345b68191fd36f8cefb52e6a77acb2367432abb648b9ae0a9d708406d|
18 | fb0b6044347e972e21b6c376e37e1115dabd94a2¢6b9fb28b92bled5bd5d
19 | 9588f2ef06b7elc8509f32d8eddfal8041a9¢cclsSh 1c90d6da484a39f8dcdf9
20 | b43b234012b8233b3df6adb7c0a3b2bl3cc2354dd6de27e092873bf58af2
21 [4186675cb67069d51167fb0f14cd318fcfb0065093f62b10alS5f7d9a6c8d9
22 [ 09a46b3elbe08074526d8d88d6b5bd351b1c7586ae0dc94d0c238ee36421
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