
BO THONG TIN VA TRUYEN THONG CONG HOA XA HOI CHU NGHIA VItT NAM 
DO lap - Tly do - 1-14nh phtic 

SO: 20 /2017/TT-BTTTT 
Ha NOi, ngay 12 timing 9 nom 2017 

THONG Tir 

Quy dinh ve alien phoi, Ling cum sty CO 
an toil' thong tin mang tren tan quOc 

Can czi. Luat An toan thong tin mang ngay 19 thong 11 nom 2015; 

Can cir Nghi dinh so 85/2016/ND-CP ngay 01 thong 7 nom 2016 cna 
Chinh phis ve bao dam an toan he thong thong tin theo cap dO; 

Can ca. Nghi dinh so 17/2017/ND-03  ngay 17 thong 02 nom 2017 cna 
Chinh phu quy dinh chic nang, nhiem vy, quyen hgn va ca cau to chi-cc cita BO 
Thong tin va Truydn thong; 

Can mi. Quyit dinh so 05/2017/QD-TTg ngay 16 Mang 3 nom 2017 cna 
Thu twang Chinh phi quy dinh vd he thong phuang an irng cuu khan cap bao 
dam an toan thong tin mang quoc gia; 

Theo dd nghi ca Giam dac Trung tam Ong acu khan carp may tinh Viet Nam; 

Bo truang BO Thong tin va Truydn thong ban hanh Thong tu. quy dinh ve 
dieu phoi, trng aru sy' co an toan thong tin mang tren toan quoc. 

Chuceng I 
QUY DINH CHUNG 

Dieu 1. Pham vi va doi tuvng dp dung 
1. Thong to nay quy dinh e cac hoot dOng dieu phOi, *rig tutu sir co an 

toan thong tin mang tren toan quOc (khong bao 	hoar dOng dieu phoi irng 
cfru sir co an toan thong tin mang nghiem tr9ng quy dinh tai Quyet dinh so 
05/2017/QD-TTg ngay 16 thong 3 nom 2017 cila Thil Wong Chinh phu quy dinh 
ve he thOng phtrung an iing dru khan cap bao dam an toan thong tin mang qu'Oc 
gia (sau day g9i eat la QuOt dinh so 05/2017/QD-TTg)); 

Cac s-kx co dm he thOng thong tin do BO QuOc phong, BO Cong an quail 13'T 
khong thuOc pham vi dieu chinh cua Thong tlx nay. 

2. DOi tugng ap dung larcac co quan, chirc, nhan có lien quan t6i hoot 
dOng dieu phoi, irng ciru six co an than thong tin mang. 

Dieu 2. Giai thich tir ngfr 
1. Su' co an toan thong tin wing la viec thong tin, he thong thong tin bi tan 

cOng hoc gay nguy hai, anh htrang toi tinh nguyen ven, tinh bao mat hoac tinh 



kha dung (sau day g9i tat la sue co). 

2. Ong ciru su ca an toan thong tin mang la hog dOng nliam xir 1ST, khac 
phgc sly c'6 gay mat an toan thong tin mang gam: theo doi, thu thap, phan tich, 
phat hien, canh bao, dieu tra, xac minh sir co, ngan chan sly co, khoi plrvc du lieu 
va khoi phtic hog deng binh thuong dm he thong thong tin. 

3. Ddu mai Ting coca sy. ca la be phan hoac ca nhan dugc thanh vien mang 
hied irng ciru sly co an toan thong tin mang qu6c gia cur d,thay mat cho thanh 
vien lien lac va trao de)i thong tin \Teti Co quart 	phoi quoc gia veung ciru sty 

co hoSc cac thanh vien khac trong hog demg dieu phoi, irng ciru. sg co.  

Dieu 3. Phan cap to chirc thtrc hi?n frng clam sty co bao dam an toan 
thong tin mang tren tan quOc 

Phan cap to chirc thgc hien frng ciru sg co bao dam an toan thong tin mpg 
tren toan quoc la cac ca quan, to chirc, don vi thgc hien irng ciru sg co bao dam an 
toan thong tin mang quoc gia doge quy dinh tai Quyet dinh so 05/2017/QD-TTg. 
Cac co quan, to chic tham gia hog (icing dieu phoi, timg dru sir co ten toan qu6c 
gom: 

1. BO Thong tin va TruyLi thong - Ca quan thuong try .szs ung ciru khan 
cap bao dam an toan thong tin mang quoc gia (g9i tat la Cu quan thithng truce 
qu'oc gia) va Ban dieu phoi ung,cau khan cap bao dam an toan thong tin mang 
quoc gia (g9i tat la Ban dieu phOi 	ciru quoc gia); ,Trung tam ti'ng ciru khan 
cap may tinh Viet Nam VNCERT Ca quan dieu phOi quoc gia 	ciru six 

co (ggi tat la Ca quan dieu phOi quoc gia). 

2. Ban Chi dao frng cat khan cap sly c6 an toan thong tin mang cua cac Bo, ca 
quan ngang bo, ca quan thuec Chinh pho va Uy ban nhan dan cac tinh, thanh ph'(') 
taxi thu'ec Trung uang (g9i tat la Ban Chi dao ung cal su c'6 cap bo, tinh). 

3. Don vi chuyen. trach ve irng cfru sly co an toan thong tin mang (sau day 
g9i tat la Dan vi chuyen trach v'e frng ciru sly co); Doi irng ciru sly c'c') hoac be, 
phan *rig ciru su co tai Be), ca quan ngang b'(), ca quan thuicic Chinh pho va Uy 
ban nhan dan cac tinh, thanh pho true thuOc Trung ucmg (sau day ggi tat la 
Do:i/bi) phan ung ciru sly c6). 

4. Mang luoi irng ciru sly co an toan thong tin mang quO"sc gia (ggi tat la 
Mang luoi irng ciru sly co); va Ban Dieu hanh mang 

5. Chu quan he thong thong tin; don vi van hanh he th6ng thong tin; cac co. 
quan, to elide, don vi chuyen mon doge Ca quan thugng true, Cu quan dieu ph6i 
quoc gia hoSc Ban Chi dao irng coca sir co cap be, tinh chi dinh hoac tri'eu tap 
tham gia irng coca sir co. 

Dieu 4. Nguyen tic dieu phoi, ung ctru sir co 

1. Tuan thu cac quy dinh phap lust v'e dieu ph6i, ung ciru sly co"' an toan 
thong tin mang. 
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2. Chu dOng, kip then, nhanh chong, chinh xac, ding b '6 va hieu qua. 
3. Ph& hop chat che, chinh xac, d6ng bo va hieu qua gifra cac co quan, t6 

chirc, doanh nghiep trong ntrac va mac ngodi. 
4. fing ciru sit c6 tnrac het phai quoc thus hien, xir 13'T bang lgc lugng tai 

ch8 va trach nhiem chinh dm chit quan he th6ng thong tin. 
5. Than thit cac dieu kien, nguyen the uu ti'en ve duy tri hoat dOng dia he 

th6ng thong tin d'd dugc cap tham quyen phe duyet trong ke hoach img ph6 sit c6. 
6. Thong tin trao doi trong mang luai phai dugc kiem tra, xac thkrc d6i 

tuceng truac khi thgc hien cac btrac tac nghiep tiep theo. 
7. Ban dam bi mat thong tin bit dtrgc khi tham gia, thgc hien cac hoat 

dOng irng cau skr co theo yeu cau cua Co quan dieu ph& quoc gia hoac co quan, 
to chile, ca nhan gap str co. 

Chuang II 

MANG LIfOL UNG 	SI1 CO 
Ditu 5. M#ng ltr6i 	cam sty co  
1. Mang luai timg cim six c6 hoat d'gng tren toan quoc, gom thanh vien la 

cac don vi chuyen tacit ve img eau sit c6 va the co quan, to chirc, doanh nghiep 
lien quan dugc quy dinh chi tiet tai Dieu 7 Quyet dinh s6 05/2017/QD-TTg. 

2. Mang luai 'Trig eau sty c6 hoat d'Ong theo Quy che hog dOng ciia Mang 
luai va huang clan lien quan dm Co quan dieu phoi quoc gia (Trung tam U'ng 
ctiru khan cap may tinh Viet Nam). Ban dieu hanh mang luai do BO Thong tin va 
Truyen thong thanh lap theo quy dinh tai Dieu 7 Quyet dinh s6 05/2017/QD-TTg. 

3. Cac thanh vien mang hrai khai bao h'6 so theo Bieu mau s6 01 ban hanh 
kem theo Thong tlx nay, dinh ky cap -that hang nam, gai Cu quan dieu phi qu6c 
gia. Cac to chirc, doanh nghiep, ca :han tkr nguyen slang 147 tham gia mang Kr& 
phai ca don clang 14T tham gia theo Bi6u mau s6 02, giri Co quan dieu ph6i qu6c 
gia. 

Di&I[ 6. Trach nhiem, quyen lean cua cac thanh vien mang 
1. Thanh vien mang luai co cac trach nhiem va quyen han sau: 
a) Thgc hien cac trach nhiem va quyen han quy dinh tai Quye't dinh s6 

05/2017/QD-TTg; 

b) Cir Dau mot img ctim sit co cg du nang lgc, trinh dO chuyen mon va kYT 
nang nghiep vg de thus hien cac boat dOng ph& hop img cfru six c6; bao dam 
duy tri lien lac thong su6t, lien tuc 24/7; ding b6 rthong tin ve dia chi tiep nhan 
stn co tren Trang/C6ng thong tin din tit; cung cap, cap nhat thong tin ve Dau
moi frng cuu six co, nhan lgc ky thuat an Loan thong tin, l'rng cau sir c6 thuOc 
pham vi quart 13'T tai Co quan dieu ph& quoc gia; cap nhat thong tin ve Dau m6i 
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ung cfru su c6, trong vOng 24 gia khi co thay d6i; 
c) T6ng hop, xay dung bao cao dinh ky 06 thang (tru6c ngay 20 thang 6), 

01 nam (tnrot ngay 15 thang 12) theo Bieu mau so 05 gfri Ca quan dieu phoi 
quoc gia; bao cao (let xuat khi có yeu cau dm Ca quan dieu ph6i qu6c gia; 

d) Bao cao voi Ca quan dieu phoi quoc gia khi tie') nhan thong tin, phat 
hien cac su c6 doi vai he th6ng thong tin trong pham vi quan ly; 

d) Xay dung va trien khai ke hoach ung pho su c6, huong dan hoat dOng 
irng cfru su co, to elide va dieu hanh hoat dOng cua DOi ung cfru su co trong 
pham vi quail 13'i; 

e) CO quyen de nghi thanh vien mang loci huong dan, ho trg xir ly va ung 
cfru su co khi can thiet; dugc tham gia cac hOi thao, hOi nghi giao ban, tap huan, 
136i &rang, dao tao, huan luyen, dien tap va cac boat dOng khac trong mang 

g) CO quyen dugc chia se thong tin, kinh nghiem, canh bao ve six co va tinh 
hinh an toan thong tin mang trong va ngoai nu6c; 

h) Cac thanh vien mang ltr6i la ca quan, dan vi cirdc nang thuOc BO Cong 
an va BO Quoc phong khong phai thtrc hien Diem c va Diem d Khoan nay. 

2. Trach nhiem va quyen han dm Ca quan dieu ph6i qu6c gia: 
a) Thuc hien cac trach nhiem va quyen han quy dinh tai Quyet dinh s6 

05/2017/QD-TTg; 

b) COng khai ten Trang thong tin dien tCr cua minh s6 dien thoai, s6 fax, 
dia chi thu dien tir (email), duemg day nong va bao dam ngu6n luc de duy tri 
true &rang day ming lien tuc, kip then tiep nhan va xfr 13'r six co; tong hop thong 
tin lien lac (dia chi, s6 dien thoai, s6 fax, dia chi thu dien ) va thong tin ve dau 
m6i ung cfru su co, nhan luc ky thuat an toan thong tin, ung elm six co cua the 
thanh vien mang load va Doi ung cuu su co dm cac thanh vien mang ltrOi; 

c) Xay dung, trien khai va van hanh c6ng thong tin mang 'Itch, he th6ng ky 
thuat 116' trg cho hoat dOng lien lac, trao d6i thong tin trong mang loci va cac ie 
th6ng ky thuat phijc vu cac hoat dOng dieu phoi, ung cum, xir ly, khac phvc su 
co; 

d) Huang dan hoat,dOng thong bao va hoi dap ye' six c6 an toan thong tin 
mang tren toan qu6c;,dieu hanh mang ltrai; nghien dm, de xuat cac bien phap 
nham tang cuong nguon luc cho mang hied hoat dOng c6 hieu qua; 

d) Tap hop, tiep nhan, xfr ly, chuan bi thong tin, ,canh bao tad nguari có 
tham quyen va cac ca quan, t6 chirc, don vi 	quan ve cac nguy ca, su co an 
toan thOng tin mang va cac bien phap phong ngira, ngan chart, xfr 13'T; 

e) T6 chirc h6i thao, hOi nghi giao ban, ph6 Men, trao d6i thong tin, tap 
huan, boi duong, dao tao, huan luyen, digit tap ve an toan thong tin mang, ung 
ciru su co; to cluirc cac hoat d6ng chung cua mang 
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Dieu 7. Cac ho4t dOng chinh cua mang ltroi ti.ng cum sty co 
Ban dieu hanh mang ltrai to chirc trien khai cac nhiem vg tha mpg hroi 

ung cfru sg co, Om cac hoat dOng chinh sau: 
1. Nghien dm, thu thap, tip nhan, phan tich, xac minh, danh gia, canh bao 

ye six co, rui ro an toan thong tin mang va phAn mem dOc hai. 

2. Phi hop thgc hien irng dm, xir 13'T, ngan chan va khac phgc sg c6; kiam 
tra, d6c thitc viec xay dgng, trier' khai 1(6 hoach irng pho six c6 an toan thong tin 
mang va viec thgc hien cac trach nhiem, nghia vg cua thanh vien mang hroi; 

3. Xay diyng, nang cao nang lgc cho cac thanh vien mang ltrai va cac Doi 
irng dru sly co, g6m: 

a) Han luyen, din tap, dao tao, tap huAn nang cao trinh d6, ky nang va 
nghiep vg; to chirc cac chuyen cong tac trong va ngoai nix& de khao sat, hoc hoi 
kinh nghiem, trao d6i, hop tac; 

b) Giao ban dinh kST, to chirc hOi thao, hOi nghi, toa dam trao doi va chia se 
thong tin, kinh nghiem ve dieu ph6i, irng ciru sg co, bao dam an toan thong tin 
mang; 

c) Ho trq xay dgng va ap dung cac quy trinh quan l3rT, van hanh he th6ng 
th6ng tin theo cac tieu chuan quoc gia, quy chuan ky thug quoc gia va tieu 
chuan qu6c to ve an toan thong tin, irng cuu sg co; 

d) T6 chirc cac nghien cuu chuyen mon, xay dgng cac bao cao, tai 
huong dan, thong ke ye an toan thong tin mang va the van de lien quan de chia 
se, ph6 bin trong mang KPH 

4. Tham gia cac hog dOng thong tin, tuyen truyen nang cao nhan thire ve 
phong ngixa, irng elm six c6, bao dam an toan thong tin mang. 

5. T6 chirc, duy tri boat d'Ong tha Ban dieu hanh mang luoi; va trien khai 
cac hoat dOng khac lien quan den dieu ph6i, tang dm sty c6, bao dam an toan 
th6ng tin mang. 

Chuang III 

HOAT BONG DIEU PHOI, In% CfrU Si' CO 

Di&J. 8. Hog dOng dieu phi ung cum sty co 
1. Dieu ph6i irng tiro scr co la hoat dOng oh Ca quan dieu ph6i qu6c gia va 

co quan c6 tham quyen nham huy d6ng, dieu hanh, phoi hop thong nhat cac 
nguon lgc 	nhan lgc, vat lgc (trang thiet bi), tai lgc (tai chinh, ngan sach) de 
phOng ngira, theo doi, thu thap, phat hien, canh bao six co; tiep nhan, phan tich, 
xac minh, phan loai six c6; dieu hanh, ph6i hop, to chirc irng cuu sir c6, sari sang, 
irng pho, khac phgc sg co nham giam thieu cac rui ro, thiet hai do six co gay ra. 

2. Co quan dieu ph6i qu6c gia thgc hien chirc nang canh bao, dieu ph6i 
irng cuu sg co tren toan quoc; c6 quyen huy dOng, dieu phoi cac thanh vien 
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mang ltroi (mg cdu sir c6 va the to chdc, don vi lien quan ph6i hop ngan chen, 
xir 1y, khac phtic sir c6 tren toan qu6c; ban hanh va chiu trach nhiem ve cac 
lenh/yeu cAu dieu ph6i theo Bi'eu mdu so 06 ban hanh kern theo Thong to nay; 

3. Cac tac nghiep cila hog &Ong dieu phoi dng cdu six c6: 

, a) Theo dOi, phan tich, phut hien, canh bao cac nguy Ca, de d9a, 	sixh6ng, s 
co, tan ding mang va the giai phap phong ngda sir co; 

b) Xay dirng, de xuat plurong an, ke hoach irng phO vai sir co; 
c) T6 chile hu'an luyen, dien tap fing cfru sg c6, bao dam an toan thong tin 

mang; 

d) DiL hanh, huy dOng cac ngu'on lgc de frng eiru sir c6 theo tha'rn quyen; 
cung cap cac WO trg ky thuet va thirc hien cac bien phap de doi pho, phOng thong 
tan cong mang; 

d) Dieu tra, phan tich, xac dinh nguein g6c, each thirc, phuang phap tan 
cong de d6i pho, ngan chen, ding tiled canh bao va hung an de ngan ngira sir 
co lay lan dien ring; thu thep, xay dung bao cao tong hop sir co; 

e) Chia se, trao doi, cung cap thong tin gift cac ca quan, to chirc co trach 
nhiem lien quan ve frng cint sir c6, host ding dieu phoi (mg cdu sir co va qua 
trinh xir 1S7* sir c6; 

g) Cac hog ding khac lien quan den dng cdu sir c6 theo quy& dinh BO 
Thong tin va Truyen thong. 

4. Hinh thirc trao d6i thong tin ve dieu ph6i dng cdu su c6 duoc thirc hien 
bang mot hoac nhieu hinh tilde nhu: Cong van, thu dien td, dien thosi, fax, nhan 
tin da phuong tien hoac he thong ky thuet truyen thong lien tien; va dam bao 
tuan thit theo cac quy dinh phap lust lien quan khi trao doi thong tin met. 

Di&I 9. Thong bao, bao cao sir di an toan thong tin mang 
1. Cac hinh thdc thong bao, bap cao sir c6 
a) Hinh thirc thong bao sir c6: Bang ding van, fax, thu dien tit, nhan tin da 

ph-Jiang tien hoac thong qua he th6ng ky thuet bao cao sir c6 an toan thong tin 
mang theo huong clan cila Cu quan dieu phoi qu6c gia; 

b) Hinh tilde bao cao sir co: Bang van ban giay hoac van ban dien tit (co ky 
ten va dong dau hoac chit ky s6 cua ngtrOri c6 thAm quyen). 

2. Bao cao sir c6 an toan thong tin mpg 

a) Don vi, ca nhan yen hanh he th6ng thong tin di trach nhiem chum nh'at 
05 ngay ke tit khi phut hien sir co phai thong bap cac thong tin dm sir co theo 
not dung tai Diem a Khoan 3 Dieu nay (Thong bao sg c6) tad ding thai cac co 
quan, don vi sau: Chit'  quan he th6ng thong tin, Cu quan dieu ph6i qutic gia, Dan 
vi chuyen trach ve dng cdu sir co va thanh vien mang ltrai dng cdu sir c6 c6 
trach nhiem lien quan (neu co). Tai thOi diem bao cao, neu chua hoan thanh viec 
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xir 13'T six co, don vi, ca nhan van hanh he thong phai cap nhat lai thong tin cila six 
c6 cho cac co quan, don vi da nhan thong tin trir6c do ngay khi ket thirc viec xir 
l5T six co; 

b) Twang hop don vi, ca nhan van hanh he thOng thong tin xac dinh six c6 
c6 the wort kha rang xir lyr cua minh phai xay dung ngay Bao cao ban dau six co, 
bac, cao Chu quan N thong thong tin, Don vi chuyen trach ve irng dru six co 
chiu trach nhiem ung ciru (nail co) va Co quan dieu phOi qu'Oc gia; sau khi ket 
thfic ung ciru six co, cham that trong yang 05 ngay phai hoan thien Bao cao ket 
thilc irng ph6 str c6 de bao cao Chit'  quan he thOng thong tin va Co quan dieu 
phOi quoc gia. Cu quan dieu phoi quOc gia chi ghi then six co dal hoan thanh irng 
ciru sir co sau khi da than &roc Bao cao ket thfic irng pho sir co; 

c) Cac to chdc, ca nhan khong phai la don vi, ca nhan van hanh he thOng 
thong tin khi phat hien dau hi'eu tan cong hoc six co an toan thong tin mang can 
nhanh chong thong bao thong tin oh str co (Thong bao six co) tai d6ng tiled hoac 
Wit trong cac co quan, don vi sau: Don vi, ca nhan van hanh he thong thong tin, 
Chii quail he thong thong tin, Co quan dieu phOi quOc gia, Don vi chuyen trach 
ve ung cini six c6 hoc thanh vien mang krai ung ciru six co c6 trach nhiem lien 
quan. 

3. Cac loci thong bao, bao cao sir c6: 
a) Thong bao sir co, not dung g6m: Ten, dia chi don vi, ca nhan thong bao 

six c6; ten hoc ten mien, dia chi IP dm he thong thong tin bi sir c6; ten, dia chi 
dm don vi, ca nhan van hanh va co quan chu quan he thong thong tin bi six co 
(neu biet); mo to six co va thei diem phat hien six co; ket qua xir ly sir co, de 
xuAt, kien nghi va cac thong tin lien quan kha.c (neu co); 

b) Bao cao ban dau six co, not dung theo Bieu man. so 03 Phu ltic I ban hanh 
kern theo Thong tir nay; 

c) Bao cao din bien tinh hinh; 
d) Bao cap phuong an ung cdu cu the; 
d) Bao cao de nghi h6 try, ph6i hop; 

e) Bao cao ket thiic irng pho sir c6, not dung theo Bieu mau s6 04 Phi). ltic I 
ban hanh kern theo Thong tu.  nay. 

4. Trong qua trinh irng dru six c6, don vi, ca nhan van hanh he th6ng phai 
chu tri, phoi hop v6i cac co quan, don vi lien quan xay dung va duy tri thtrc hien 
cac bao cao irng ciru sir co theo quy dinh va you cau dm co quan co tham quyen. 

, nieu 10. Phat hien,tiep nh4n, xac minh, 	157.  ban clan. va phan loci sty 
co an toan thong tin mang 

1. Don vi, ca nhan van hanh he thOng thong tin, c6 trach nhiem: 

a) Khi phat hien six co: T6 chirc theo dOi, ghi chop va tap hop cac thong tin 
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lien quan den su c6 va to chirc thong bao hoc bao cao su c6 theo quy dinh tai 
Dieu 9 cila Thong to nay; 

b) Khi tiep nhan thong bao su c6: Phan 116i ngay cho to chirc, ca nhdn giri 
thong bao su c6 a xac nhan thong tin; 

c) Xac minh su c6 va xir 1ST ban ddu: Chu tri, ph& hop vai don vi chiu trach 
nhiem bao dam an toan thong tin (neu co), don vi chuyen trach ve irng cfru su co 
lien quan va cac doanh nghiep vin thong, Internet (ISP) de tien hanh phan tich, 
xac minh, danh gia su c6; thuc hien ngay cac hog dOng Ang art' su co ban ddu, 
trien khai quy trinh (mg ciru su co theo ke hoach frng pho su co an toan thong tin 
mang da dirge cap thdrn quyen phe duyet ho'ac quy trinh tai Dieu 11 cua Th6ng to 
nay; twang hop xac dinh su c6 c6 kha nang la sly c6 nghiem trgng, can bao cao 
ngay voi chu quan he thong thong tin, don vi chuyen trach ve ung dru su co lien 
quail a de xudt nang cap su co' nghiem trgng, dong then Dili Co quan dieu phoi 
quoc gia. 

2. Don vi chuyen trach ve img cUu su c6 hoc thanh vien mang ltrai ung 
cfru su c6, c6 trach nhiem: 

a) Khi phat hien su c6: Thong bao su c6 ngay den don vi, ca nhan van hanh 
he th6ng thong tin, chii quan he th6ng thong tin va. Co quan dieu ph6i quoc gia; 

b) Khi tiep nhan thong bao hoc bao cao su c6: Ghi nhan, tiep nhan dung 
quy dinh va phan h6i cho to chirc, ca nhan giri thong bao hoc bao cao su c6 
ngay sau khi nhan dugc de xac nhan th'Ong tin; 

c) To chirc xac minh va xir ly su co: Ph6i hop voi don vi, ca nhan van hanh 
he thOng thong tin de tham tra, xac minh va xir 1ST su c6 trong kha Wang va trach 
nhiem cua minh; truong hop xac dinh su c6 c6 kha nang vugt qua kha nang xir 
1ST c za minh hoc co kha nang la su co nghiem trgng, can bao cao ngay chu quan 
N thong thong tin va Co quan dieu ph6i qu6c gia; 

d) Giam sat din bien tinh hinh ung cuu su co va bao cao hoc dexudt, xin 

cap
chi dao 	quan N thong thong tin va Ban Chi ciao img 	su c6 

cap. bO, tinh trong truong hop vugt thdm quyen, pham vi trach nhiem cua minh 
h0.e vugt kha nang xir VT cua minh; 

d) T6ng hop, bao cao Co quan dieu ph6i qu6c gia ve dien bien su c6 khi 
dugc yeu cdu. 

3. Cu quan dieu phoi quoc gia c6 trach nhiem: 
a) Ghi nh4n, tiep nhan thong bao, bao cao su c6 an toan thong tin mang 

theo dung quy trinh; 
b) Phan h6i cho t6 chirc, ca nhan giri thong bao, bao cao su co ngay sau khi 

nhan dirge de xac nhan thong tin; 
c) Thdm tra, xac minh va phan loai su c6 de thuc hien cac canh bao, dieu 

phoi lua chgn phuong an, to chirc fing cuu va bao cao, de xudt vai Co quan 

8 



thtrong trgc xem xet, quy& dinh sir c6 nghiem tong va phucmg an img ciru khan 
cap phi' hop. Tnrong hop phan loci la sir co nghiem tong, Co quan dieu ph6i 
quoc gia chit tri, phoi hop voi cac co quan lien quan trien khai cac buoy theo quy 
trinh tang cut sir c6 nghiem tong quy dinh tai Quyet dinh s6 05/2017/QD-TTg; 

d) T6 elide hoat dOng ph6i hop vai cac to chirc irng ciru sly c6 mang qu6c to 
de tie') nhan cac canh bao sam, thong tin ve sir c6, nguy co ve mat an town thong 
tin mang va ph6i hop irng ciru sir c6, tan tong xuyen bien giai; 

d) Thirc hi0n cac trach nhiem khac cita Co quan dieu ph6i qu6c gia; bao cao, 
de xuat voi Co quan thing true cac van de vtrot tham quyen. 

Di&I 11. Quy trinh 'bag cum sty cep an town thong tin mang 
Quy trinh irng eau sir c6 an town thong tin mang theo so 6 tai Phu lgc II, 

cg the Om: 

1. Tiep nhan, phan tich, irng ciru ban dau va thong bao sir c6 
a) Tie') nhan, xac minh sir c6 

Don vi chit tai: Don vi, ca nhan van hanh he th6ng thong tin. 

Don vi ph6i hop: Don vi chuyen trach ve irng ciru sir c6, Co quan dieu ph6i 
qu6c gia. 

NOi dung thirc hien: Theo dOi, tie') nhan, phan deb cac canh bao, dau hieu 
six c6 -lir cac nguen ben trong va ben ngodi. Khi phan tich, xac minh sir di dal xay 
ra, can to chirc ghi nhan, thu thap chi:mg cur, xac dinh nguen g6c sir c6. 

b) Tri'en khai cac bade tru tien img ciru ban dau 
Don vi chit tai: Don vi, ca nhan van hanh N thong thong tin. 
Don vi ph6i hop: Don vi chuyen trach ye irng ciru sir c6, thanh vien mang 

ltroi có lien quan va Cu quan dieu ph6i qu6c gia. 

NOi dung: Sau khi da xac dinh six co xay ra, don vi, ca nhan van hanh he 
th6ng thong tin can cir vao ban chat, dau hieu cud sly co t6 chirc trien khai cac 
buoy uu ten ban dau de xir 15, sir c6 theo k6 hoach irng pho sir c6 da,duoc cap 
tham quyen phe duyet hoac theo,huong clan cila Don vi chuyen trach ve img ciru 
sly co lien quan hoac Co quan dieu phoi quo'c gia. 

c) Trien khai lga chon phuong an irng ciru 

Don vi chi. tai: Don vi, ca nhan van hanh he th6ng thong tin. 

Don vi ph6i hop: Don vi chuyen trach ve irng ciru sir co, thanh vien mang 
hied, có lien quan, Cu quan dieu ph6i quoc gia. 

NOi dung thgc hien: Can cur theo ke hoach irng pho sty c6 da dugc cap tham 
quyen phe duyet hoac theo huang dan cud Don vi chuyen trach ve *rig ciru sly c6 
hoac Co quan dieu phoi quoc gia de lira chon phuong an ngan chan va xir 13'T sly 
c6; bao cao, de xuat Chit quan he th6ng thong tin, Ban Chi dap irng ciru sir c6 
cap bo, tinh xin 3"7.  kien chi ciao lieu can. 
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d) Chi dao xir 1ST sr c6 (net' can) 

Don vi chit tri: Ban Chi dao irng elm sit c6 cap b0, tinh. 

Don vi ph6i hop: Chit quan he thOng thong tin. 

Ni dung thirc hien: Can cir theo bao cao, de xulat dm Don vi, ca nhan van 
hanh he thOng thong tin, Ban Chi dao (mg ciru sir c6 cap bO, tinh phOi hop voi 
chit quan he thong thong tin va tham khao 57.  kien Co quan dieu phoi quoc gia 
(neu can) thirc hien chi dao Don vi chuyen tad, ve irng ciru sir c6, trieu tap 
DOi/b0 phan img cdu str c6 thuOc pham vi quan 1ST trien khai cong tac img ciru, 
xir ly str c6; chi dao, phan cong boat dOng phat ngon, cung cap thong tin. Trong 
qua trinh img cut, thy thuOc vao dien bien tinh hinh thirc te, Ban Chi dao img 
cut str co cap b0, ,tinh có the quyet dinh b6 sung thanh phdn tham gia DOi/b8 
phan timg 	str co, chi dao dieu chinh phuong an *rig cut str co. 

d) Bao cao sir co 

Don vi chit' tri: Don vi, ca nhan van hanh he thOng thong tin. 

Don vi ph6i hop: Don vi chuyen trach ye timg cum sit c6 lien quan/chiu 
trach nhiem, cac doanh nghiep vien thong, Internet (ISP). 

NOi dung thimc hien: Sau khi da trien khai cac bade uu tien *rig ciru ban 
au, Don vi van hanh he tho'ng thong tin to chile thong bao, bao cao str c6 den 
cac to chirc, ca nhan lien quan ben trong va ben ngoai co quan to chile theo quy 
dinh tai Dieu 9 Thong tu nay va quy dinh not b0 (neu co). 

e) Dieu ph6i ding tae img ciru 

Don vi chit tri: Ban Chi dao img elm str co cap b0, tinh; Co quan dieu phOi 
quoc gia. 

Don vi phOi hop: Don vi, ca nhan van hanh he th6ng thong tin, Don vi 
chuyen trach ve img ctiru str c6, thanh vien mpg 	có lien quan. 

NOi dung thirc hien: Can elm vao tinh chdt sir co, de nghl. 118 troy dm Don 
ca nhan van hanh he th6ng thong tin va Don vi chuyen trach ve timg cut str co, 
Ban Chi dao img cut str co cap b0, tinh va Co quail dieu phOi quOc gia thgc hien 
ding tae dieu ph6i, giam sat co the ph6i hop, chia se thong tin theo pham vi, 
chile nang, nhiem vg 	minh de huy dOng nguon lye ling ctiru sit c6. 

2. Then khai timg dm, ngan chan va xtir 1 'Y str c6 

Don vi chit tri: Don vi, ca nhan van hanh he thOng thong tin; DOi/bO phan 
img cut sir co. 

Don vi phOi hop: Don vi chiu trach,nhiem bao dam an toan thong tin cho 
he thong bi six co, Don vi chuyen trach ve img dm sir co, thanh vien mang luoi 
có lien quan, Co quan dieu phoi quoc gia. 

Ni dung thimc hien: 

a) Trien khai thu thap chimg elm, phan tich, xac dinh pham vi, de)i tugng bi 
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anh htrang. 

b) Trier). khai phan tich, xac dinh ngu6n goc tan gong, to chug ung ciru va 
ngan ch4n, giam thieu tac dOng, thiet hai den he thong thong tin. 

3. XII 13'.7 six co, g`u bO va khoi phgc 

a) XII 15r sir CO, gi bO 

Dan vi chg. tri: Dan vi, ca nhan van hanh he thOng thong tin; Doi/b6 phan 
img eau sir c6. 

Dan vi phOi hop: Dan vi chin trach,nhiem bao dam an toan thong tin cho 
he th6ng bi sir c6; Dan vi chuyen trach ve urng dm sir c6, thanh vien mang fixed 
có lien quan, Ca quan dieu phoi quoc gia. 

N6i dung thirc hien: Sau khi da trier' khai ngan chan six c6, don vi, ca nhan 
van hanh he thong,thong tin, Don vi chuyen trach ve frng 	skr,  co, Doi/b6 
phan 	dm sir co trier' khai tieu diet, go' b6 cac ma dgc, phan mem d6c hai, 
khac phgc cac diem yeu an toan th6ng tin dm he thOng thOng tin. 

b) Khoi phgc 

Dan vi chtl tri: Dan vi, ca nhan van hanh he th6ng thOng tin;. 

Dan vi phoi hop: Doi/b6 phan ung ciru sir co, Dan vi chiu trach nhi'em bao 
dam an toan thong tin cho he thong bi six co, Dan vi chuyen trach ve irng ciru sir 
c6, thanh vien mang 	CO lien quart, Ca quan dieu phoi quoc gia. 

N6i dung thirc hien: Don vi, ca nhan van hanh he thOng chit'  tri phOi hop 
voi cac dan vi lien quan trim khai cac hog &Ong khoi phgc he th6ng thong tin, 
dit lieu va ket nOi; cdu hinh he th6ng an toan; b6 sung cac thiet bi, phdn cimg, 
phdn mem bao dam an toan thong tin cho he th6ng thong tin. 

c) Kiem tra, danh gia he thOng th'Ong tin 

Dan vi chit tri: Dan vi, ca nhan van hanh he thong tbe'xig tin. 

Dan vi phoi hop: Dan vi chiu trach nhiem bao .dam an toan thong tin cho 
he th6ng bi sir c6, Dan vi chuyen tacit ve frng ciau sir c6, chg. quan he tilting 
thong tin, Cu quan dieu phoi quoc gia. 

N6i dung thirc hien: Dan vi, ca nhan van hanh he thOng va gag dan vi lien 
quan trier' khai kiem tra, danh gia hog dgng cua toan b6 he th6ng thong tin sau 
khi khac phgc sir c6. Twang hop he thOng chua hog dOng On dinh, can tiep tgc t6 
chug thu thap, xac mink lai nguyen nhan va to eh-Lk cac buck Wong ung tai 
Khoan 2 va Khoan 3 cila Dieu nay de xir ly dirt diem, khoi phgc hog &Ong binh 
thtrong cua he th6ng thong tin. 

4. T6ng ket, danh gia 

Dan vi chit tri: Dan vi, ca nhan van hanh he thOng thong tin. 

Dan vi ph6i hop: Don Ili chuyen trach ve ung cuu sir c6; Doi/b6 phan ung 
ciru sir co; Chu quan he th6ng thong tin; Ban Chi dao ung thu sir co cap bg, 

11 



tinh; Cu quan dieu ph6i qu6c gia. 

NOi dung dive hien: Don vi, ca phan van hanh he th6ng bi su c6 ph6i hop 
voi Don vi chuyen trach ve timg ciru su c6 va DOWN phan irng cuu su co trien 
khai tong hop toan bO cac thong tin, bao cao, phan tich c6 lien quan den su co, 
cong tac trien khai phuang an irng ciru su co, bao cao Chir quail N thong thong 
tin, Ban Chi dao img ciru su c6 cap bO, tinh va Ca quan dieu phoi quoc gia; to 
chirc phan tich nguyen nhan, rut kinh nghiem trong hoat dOng xir VT sly c6 va de 
xuat cac bien phap bo sung nham phong ngira, irng ciru doi voi cac su co Wang 
to trong Wong lai. 

Chuang IV 
BitN PHAP BAO DAM.THVC HItN 

ffNG 	SI) CO AN TOAN THONG TIN MANG 

Di'eu 12. My diyng va trien khai ke ho4ch frng pho sty di bao dam an 
toan thong tin mang 

1. Cac co quail, t6 chtirc va doanh nghiep xay dung va trien khai ke hoach 
img pho su c6 bao dam an toan thong tin mpg cila co quan, to chirc va doanh 
nghiep minh, trong do: 

a) DOi v6fi cac he thong thong tin da-  &roc ph'e duyet cap dO 04, cap dO 05 
hoac thuOc Danh muc he th6ng thong tin quan trong qu6c gia, theo De cuong Ke 
hoach -dug ph6 su co an toan thong tin mpg quy dinh tai Dieu 16 dia. Quyet dinh 
s6 05/2017/QD-TTg  

b) DM vOi cac he thong thong tin khong thuOc Diem a Khoan 1 Dieu nay, 
theo Phu liic III ban hanh kern theo Thong to nay . 

2. Cac chir quan he th6ng thong tin va co quail, don vi co thdm quyen phe 
duyet Ke hoach irng pho su co can xac dinh cac,dieu kien, nguyen tac tien de 
duy tri hoat Ong oh he thong thong tin khi trien khai irng car su co va coi not 
dung nay la mot yeu cL bat buOc trong Ke hoach irng ph6 su co. 

3. Ca quan dieu phoi qu6c gia huong dan viec xay dung, trien khai ke 
hoach irng pho su c6, du phong ung cuu, xir VT su co an toan thong tin mpg; to 
chirc hoat dOng huan luyen, din tap theo yang, mien va quo'c gia, qu6c tte; xay 
dung Ice hoach va to chirc dinh kST kiem tra, danh gia ve viec trier' khai phuong 
an irng ph6 su c6 an toan thong tin mang cira cac bO, nganh, dia phuang va cua 
cac to chirc, doanh nghiep. 

Dieu 13. Kinh phi 

Kinh phi trien khai cac hoat dOng dieu ph6i, irng ctiru su co an toan thong 
tin mang ten toan qu6c thuc hi'en theo quy dinh tai Dieu 17 Quyet dinh so 
05/2017/QD-TTg va cac van ban huong an lien quart 
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BO TRU'ONG 

Trirung Minh TuAn 

Chilling V 
TO CHITC THIXC flItN 

Dieu 14. MO lire thi hanh 

1. Thong to nay c6 hieu 11x thi hanh ke tir ngay 01 thang 11 nam 2017 va 
bai b6 Th8ng to so 27/2011/TT-BTTTT ngdy 04 thang 10 nam 2011 cila Bo 
Thong tin va Truyen thong quy dinh ve dieu phi cac hoat dOng *rig ciru sir c6 
mang Internet Viet Nam . 

2. Trong qua trinh thgc hien, n6u c6 vireeng mac, phat sinh, to chirc, ca nhan 
c6 lien quan kip theei phan anh ve BO Th8ng tin va Truyen th8ng (qua Trung tam 
'Ong ciru khan cap may tinh Viet Nam) de xem xet, be) sung va sira dOi./.X7" 

No'i nhOn: 
- Thu hremg Chinh phit; cac Pho Thu Mong Chinh pha; 
- Van phong Chinh phir; 
- Van phong Trung uong va cac Ban dm Dang; 
- Van phOng Tang Bi thtr; 
- Van phong Quon hOi; 
- Van phong Chu tich ntrOc; 
- Cac BO, ca quan ngang BO, ca quan thuOc Chinh phil; 
- Toa an nhan dan toi cao; 
- Vien Kiem sat nhan dan toi cao; 
- Kiem toan Nha nuerc; 
- UBND cac tinh, thanh pho true thuOc,TW; 
- Co' quan Trung uong 	cac down the; 
- Uy ban quoc gia ve frng dung CNTT; 
- Ban Chi ciao an town thong.tin quoc gia; 
- Cac Dan vi chuyen trach ve CNTT, ATTT cua BO, ca 

quan ngang BO, ca quan thuOc Chinh pith; 
- Se( Thong tin va Truyen thou, cac tinh thanh ph8 true 

thuOc TW; 
- C8ng ban, ang Thong tin diOn. tir Chinh phir, 
- Cue Kle'm tra VBQPPL (BO, Tu phap); 
- BO TTTT: BO tilting va ca.c, Thir twang, cac ca quan, 

don vi thuOc BO, Cong Thong tin dien tir BO; 
- Lun: VT, VNCERT (200). 
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Phti luc I 

DANH MIX MAU BIEU QUY DOH HOAT BONG DIEU PHOI, UNG CU'U 
Sc' CO AN TOAN THONG TIN MA, NG TREN TOAN QUOC 

(Ban hanh kern theo Thong tu. s 	/2017/1T-BTTTT ngay 32017 caa 
BO trwang BO Thong tin va Truye.'n thong) 

TT Mau se Ten Mau bieu 

1 Mau so 01 Ban khai h 76 so' thanh vien wng lu'fri Cing ciru sir co 

2 Mau só 02 Don xin clang 14 tham gia m3ng Wed frng dim sty co 

(AP dung cho to chirc, doanh nghiep va ca nhein to nguyen tham gia 
mgng luai ang cau su co mgng) 

3 Mau so 03 Bao cao ban dau sir co an town thong tin mug 

4 Mau st 04 Bao cao ket th6c umg ph6 sir có 

5 Mau s6 05 Bao cao tong hqp tinh hinh tiep nhan va xii1S7 sir co an town 
thong tin m4ng 

6 Mau se 06 I4nh/yeu eau din ph(ii 



Mau so 01 
Ban hanh kern theo Thong to sa$ /2017/TT-BTTIT ngay 

42/.../5/2017 cita BO trunowg BO Thong tin va Truy'n thong 

TEN TO CHT:rC 	CONG HOA XA MIX CHU NGHIA 'VIET NAM 
Doc 1ap - Tir do - IIvnh phtic 

BAN KHAI HO SO THANH WEN MANG LlidI ffNG CIAJ Sir co 
1. Thong tin chung ve to chat 

. Ten 16 chirc: 	  

. Ten ca quan chit' pan- 

. Dia chi: 	  

. Dien thoai: 	  . Fax: 	  

. Email: 	 . Website: 	  
▪ Lanh dao pha trach an town thong tin: 	 Chirc vu. 	  

2. Thong tin tiep nhan thong bao sir co 
. Dia chi. 	  
. S6 dien thoai c6 dinh: 	 . S6 dien thoai di dOng. 	  
. S6 Fax: 	 . Email: 	  

3. Dau mOi ung ctiu sir co 
3.1. D'au mOi thig cum sir co chinh 

. Ho va ten- 	 . Chirc va: 	  

. Dia chi lien he: 	  

. S6 dien thoai co Binh: 	 . S6 dien thoai di Ong. 	  

. Se) Fax: 	 . Email: 	  
3.2. D'au nufd timg cum sr co du phong 

. Ho va ten- 	 .Chirc 

. Dia chi lien he: 	  

. Se) dien thoai c6 dinh: 	 . S6 di Ong- 

. S6 Fax: 	 . Email: 	  
4. Gbh thi§u ve hoat Ong cua to chirc 
(Cung cap cho Ca quan dl'eu phai qujc gia cac thong tin 12"J Tieing lice ieng cziu sit ca cria to chic nhu 
nhan sic; c(3ng nghe, kink nghiem, doi tuvng phyc vu,...) 

5. Ten cac h§ thong thong tin thueic phvm vi phi trach hoac cung cap dich vv: 
. Cap 1: 	. Cap 2: 	. Cap 3: 	. Cap 4: 	. Cap 5: 
1. 1. 	 1. 	 1. 	 1. 
2. 2. 	 2. 	 2. 	 2. 

. • • • • • • • 

6. Thong tin ve Danh sach nhan lire, chuyen gia an town thong tin, ding ngh§ thong tin va tircrng 
ducrng 
(Cung cap thong tin v"‘e nhan lyr an toan thong tin, cong nghe thOng tin thuOc don vi hoac cac clan vi 
lien quan trong phym vi rninh phy trach theo mart Tong kip kern theo Bieu mau 01 nay) 

Chang toi cam Ice't thong tin khai bcio trong he) so' let chinh xdc va tutin thti trdch nhiem, 
quyen hgn cila thanh yien mcmg hrai, cac quy ctinh ye hoac d'Ong ctieu phoi c'eng aru sty co theo quy 
Binh phcip luCct yet hteemg dtin clia CO' quan (lieu ph& glide gia ban hicnh. 

	, ngay 	thang 	nam 

NGIA51 DAI DIN THEO PHAT LUAT 
(Kj, ten, clang dau hoac see dung chic kY so) 
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[nAu] TONG HOP DANH SACH NHAN LVC, CHUYEN GIA VE 
CONG NGHk, THONG TIN (CNTT), AN TOAN THONG TIN (ATTT) HOAC TVONG DIAYNG 

(Kern theo Mau so:' 01) 

1. So luong nhfin hre lien quan d6n CNTT, ATTT h 
TT Phan low So hrong ( gircn) 
1.1 S6 hrong can bO,phan theo linh vac dao tan 

a) Chuyen nganh ve CNTT 
b) Chuyen nganh vO ATTT 
c) Chuyen nganh tocmg ducmg 

1.2 S6 hrong can bi) phan theo trinh do dao tao 
a)  Tren dai hoc 
b)  Dai hoc 
c)  Cao clang 
d)   Trung cap 

1.3 So hrong can be) co chirng chi ve CNTT, ATTT hoac twang throng 
a)  SO can bo c6 chirng chi quOc to 
b)  S6 can NI do chirng chi trong nuoc 

2. SO hr9'ng nhan luc c6 kinh nghiOn, &rye ciao tao ve ATTT 

TT  phan loaf s6 hrong (ngtrai 
2.1 Nhom chuyen gia (man 1ST ATTT 
a)  Quan UT ATTT cap cao 
b)  He th6ng quart ly ATTT 
c)  Quan tri he thong thong tin (he diesu hanh, img dung) 
d)  Quart tri an toan mang va ha tang mang 
d) Xay dung chinh sach dam bao ATTT 

2.2 Nhom chuiengia ky thuat ehong thi-7,--can—gAn ding 
a)  Ky thuat tan ding va chong tan ding mang, thong khang bO, cluing chitin tranh mang 
b)  Phan tich ma dot, phong chong ma dOc va phan mem gian diep 
c)   Ung can xir ly sir c6 ATTT 
d)  Kiem tra, giam sat va phan tich he th6ng, do quet to hong bao mat 
d) Phan tich so co ATTT 
e)  Dieu tra, thu tha.p thong tin su c6 va thing cir dien tir 
g)   Giam sat,_loc nOi dung thong tin tren mang 
h)   Theo dol., kiem sok luOng thong tin tren mang 

2.3  Nhom chuyen gia ky thuat Lao  ve an than 14 thong va ling dung 
a)   Ma h6a, than ma, the dau va bao mat nOi dung thong tin 
b)  Chu lcY so, nhan dang, xac thuc 
c)   Tich hop he thong ATTT 
d)  Ttr van, thitt ke,.xay dung he thong mang an than 
d) Lap trinh dam bao an toan (ring dung Web, tong thong tin dien tir) 
e)  Dam bao an toan he tilting vin thong, mpg di dOng, mang khong day 
g)  	Dam bao an toan giao dich clien tit, thanh than trirc tuyen, thucmg mai dien tir 

—
h) 
— 2.4 

Dam bao an toan co sar du lieu 
Nhom thu en l'a - thult Idem tra, danh_gia ATTT 

a)  Tu van hop chuan ATTT 
b)  Phan tich, quan ly rai ro, duy tri hog do, ng he thong thong tin 
c)  Danh gia an than he thong va san pham ding nghe thong tin 
d)  Kiem tra, danh gia an toan (mg dung Web va deg thong tin dien tir 

3. Danh sach nhan luc ve ATTT, CNTT ho4c ttrong throng 

TT HQ va ten Ten truorng, co ser 
dao tan 

Chuyen nganh dao tao, 
b6i chrang 

Van bOng, thing chi, trinh dO vt 
ATTT, CNTT hoac toong throng 

Thang/nam 
tot nghiep 

1  
2  

• • • 
c u. Van bang: TSKH, 	Ths, Cir nhan, Ky so 	 
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MAu so 02 
Ban hanh kern theo Thong hr sciV/2017/TT-B777T ngay 

Atte./3/2017 cria BO Thong tin va Truye'n thong 

LONG HOA XA IIQI CHIT NGHIA VIVT NAM 
DOc rap - Tv do - Ilanh phtic 

DON XIN BANG KY THAM GIA M4NG LU'OI UNG CCU Sid CO 
(AP dung cho to chiec, doanh nghiep va ca nhan 

to nguyen tham gia wing luai ung thu su có twig) 

I. Thong tin chung ve to chtk 

1. Ten to 
2. Dia chi: 	  
3. Dien thogi: 	  
4. Fax: 	  
5. Email: 	  

II. Gi6i thieu ve hoat dOng ctia to chirc 

1. Giai thieu chung ve hog dOng cua to chirc 
(Cung cap'  cho Ca quan dien phOi quocc gia cac thong tin ngan g9n gioi thieu ve cac linh vur 

hout d:Ong cita to chirc, ye nang luc ieng Call SY' co ciia to chirc nhu nhan SY; cong nghe, kinh , 
nghiem, 	tuvng phyc 

2. Ten cac he tlthng thong tin thuOc phi trach quan 13"/ hoc h8 to' irng ciru (cap dO phe duyet 
hoc du ki'en tuong dtrong): 
. CAp 1: 	. Cap 2: 	. Cap . CAp 4: p 3: 	 . CAp 5: 
1. 1. 	 1. 	 1. 	 1. 
2. 2. 	 2. 	 2. 	 2. 

3. Thong tin v'e nhan krc, chuyen gia an town thong tin, cong nghe thong tin va tiumg throng 
(Cung cap thong 14 nhan hfc, an toan thong tin, cong nghe thong tin thuac don vi minh Theo 

bang kern theo Bleu mau 01 ciia Thong tu. nay) 
III. Thong tin trao doi, lien lac trong mang 
1. Dia chi Website. 	  

2. Dia chi thu dien tir cua don vi (1): 

PGP/GPG Public Key cho dia chi thu dien to PoC oda to chirc: (2)  
a) Ten (User ID) 
b) Fingerprint 
c) Lien k6t an Public key dm 
to chirc (3): 
(1) Dia chi thu dien tic &roc sir dung lam dau mai trao dji thong tin voi Mang Nal itng eau sy. 
khuyen nghi kh Ong nen sir dung Ilia chi dm dien tie ca nhan, nen sic clung ten dgi dien cho to chirc. 
(2) N-ju to chirc chug c6 thi c6 the bo trong hoc yeu eau VNCERT &rang ddn tgo. 
(3) T6 chicc c6 the gici Public Key ve VNCERT qua tint dien tic (csirts@vncert.vn). 
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3. Wu mtii lien lac trong giir lam viec 
a) Ten 1)0 ph'aningtrai giai quy6t: 	  

b) Dien thoai c6 dinh: 	 c) Dien thoai di Ong. 	  
d) S6 Fax: 	  

4. D'au mOi lien lac ngoai gib• lam viec 

a) Ten 136 phaningued giai quyet: 	  

b) Dien thoai c6 dinh: 	 c) Dien thoai di dOng• 	  
d) S6 Fax: 	  

5. D'au mOi lanh (130 phi,' filch ve an toan thong tin ciia to chirc (4)  
a) Ten b0 ph4ningtroi giai quy6t: 	  

b) Dien thoai c6 dinh: 	 c) Dien thoai di dOng- 
(4)  Doiu moci Leinh dgo phu trace ye an town thong tin cfia to chirc se chi clugc sir dung khi 

killing lien lac dugc vol cac (kilt meji khcic hoc trong ccic tinh hujng su co CO tinh chat nghiem 
trong 

6. Dia chi nh4n thy va cong van qua duirng btru 

a) Ten b'6 ph'aningtrei nha'n: 	  

b) Vi tri, chirc vu 	- 

c) Ten to chirc: 	  

d) Dia chi lien he: 	  

d) Dien thoai• 	  

7. Phtrang tien lien lux khac (5)  

Cach thirc lien lac khac qua he tilting nhan tin tire thai 

a) Yahoo ID: 

b) Skype: 

c) Google Talk: 

d) Hotmail: 

d) Khac: 

(5)  Thong tin khong bat buk 

Chfing toi cam kit Man thu cdc track nhiem, quildn hyn ccia thanh vien »tang luoi, cdc quy dinh 
ve hogt clOng 	irng cc'u sic co theo quy dinh phdp 14t va hwang dan cfia Co' quan (lieu phoi quoc 
gia ban hcinh. 

, ngay 	thang .nam 20 

NGUOI DAI DIEN THEO PHAP LUiNT 
(Kji ten va clong dju) 
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Mau so 03 
Ban hanh kern then Thong to scia/2017/TT-B777T ngay 

Ate..8./2017 cica BO Thong tin va Truyen thong 

BAO CAO BAN DAIJ Sly CO MANG 

THONG TIN VE TO CHtrC/CA NHAN BAO CAO Sjr CO 

• Ten Co chirc/ca nhan bao cao sit c6 (*) 	  
• Dia chi: (*) 	  
• Dien thoai (*) 	 Email (*) 	  

NGVOI LIEN HE 

• HQ va ten (*) 	 Chirc vu. 	  
• Dien thoai (*) 	 Email (*) 	  

THONG TIN CHI TlET VE HE THONG B1 Sir CO 

Ten dun vi van hanh he th6ng 
thong tin (*): 	- 

Dien ten clop vi van hanh ho'ac cluvrc thug van hanh he thong thong 
tin 

Co quan chit pan: Dien ten co- quan chit quan 

Ten he th6ng bi sit c6 Dien ten he thong bi sit ca va ten mien, dia chi ip lien quan 

Phan loaf cap de cila he th6ng 
thong tin, (neu co) ❑ CAI) c/0 1 ❑ Cap do, 2 ❑ CAp c10 3 ❑ Cap do, 4 ❑ CAp do,5 

T6 chic cung cap dich vu an 
town thong tin (neu c6): 

Dien ten nha cung cap er day 

Ten nha cung cap dich vu lc& 
not ben ngoai (neu ca) 

Dien ten nha cung cap 6. day 

Dai dia chi Public IP ket not 
vai he thong ben ngoai: 

Dien thong tin 6. day 

Iota so bo ve SIT Co 

nghi cung carp mat ban torn tat ngan gon ve sit ca, bao gam danh gia Sc b .() cuac tan ding dei xciy ra 
clam va bat IcY cac nguy ca dan den kha ming pha hogi hoac gian dogn dich vy. Ciing vui long xac 
dinh mire do nhgy cam czia thong tin lien quarihoik nhiing doi twang bi anh hu-6-ng hal sit co. 	 

Ngay phat hien sir c6 (*) 
(dd/mm/yy) 

  

  

Th6i gian phat hien (*): .....gi6.... phut 

   

   

HIEN TRANG SIX CO (*) 

❑ clugc xfr 13", 
	

❑ Chita duvc 
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CACH THfiC PHAT HItN * (Danh dci'u nhung each thirc Ayr sic dung de phat hien sir co) 
O Qua he th6ng phat hien xam nhap 	0 Kiem tra dtt lieu luu lai (Log File) 
❑ Nhan dirge thong bao tir- 
o Khac, do la 	  

DA GO THONG BAO SU' CO CHO * 
❑ Thanh vien mang ltroi chin trach nhiem irng cuu slr co cho to chirc, ca nhan 
O ISP dang true tip cung cap dich vg 
O Cu quan diet' phi 

THONG TIN BO SUNG VE HE. THONG XAY RA Sir CO 
• He dieu hanh 	 Version 	  
• Cac dich vu co tren he th6ng (Danh &flu &tang dich vu dupe sir dung tren he thong) 

O Web server 	0 Mail server 	0 Database server 
O Dich vu kirk, do la 	  

• Cac bien phap an toan thong tin da trien khai (Danh dau nhir' ng bien phap dd triOn khai) 
O Antivirus 	0 Firewall 	0 He th6ng phat hien xam nhap 
O Kirk- 

• Cac dia chi IP cira he th6ng (Liet Ice dia chi IP sir dung tren Internet, khong liet Ice dia chi IP not be) 

• Cac ten mien oh he thiing 

• Muc dich chinh sir dung he th6ng 	  

• Thong tin giri kern 
0 Nhat Icy he th6ng ❑ Nidu virus / ma dOc 	❑ Khac• 	  

• Cac th'Ong tin cung cap trong th6ng bao str c6 nay deu phai dirge gift bi mat: 0 Co 0 Khong 

KIEN NGHI, DE XUAT HO TRQ 

. MO to ve de xuat, kren nglu 

De nghi cung cap'  tom hew ye cac kietn nght va de xuat ho Iry irng cirri (nu co) 	  

THOI GIAN THI/C HItN BAO CAO SV CO *: .../... / ...... /.../... (ngay/thang/nam/giolphin) 

CA NitAN/NGIAII DAI DEE: N THEO PHAT LUAT 
(K)5 ten, gong cau) 

Chit thich: I. Phdn (*) la nhang thong tin &it buOc. Ccic phd n con lai co the logi bó neu khOng co 
thong tin. 

2. Si': dung tieu de (subject) bat ddu b2ing "ITBSCJ" khi gici thong bao qua email 
3. Tham khcio them tai website cita VNCERT (www.vncertgov.vn) 
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Mau se, 04 
Ban hanh kern theo Thong to so /201 7/TT-BMT ngay 

..../.../2017 dear BO Thong tin va Truy'n thong 

BAO CAO KET THI7JC UNG PHO Str CO 

THONG TIN VE TO CHtrC/CA. NHAN BAO CAO 

• Ten to chgc/ca nhan bao cao su co (*) 	  
• Dia chi: (*) 	  
• 	Dien thoai (*) 	 Email (*) 	  

IlItU BAO CAO BAN DAU Str CO: Se, 14/ hi"e'u 	Ngay bap cao: / 	/ 201... 

THONG TIN CHI TIET VE HE THONG BI Str CO 

Ten don vi van hanh he thong 
thong tin (*): 

Din ten dun vi van hanh hoc &coy thue van hanh he thjng thong 
tin 

Ca quan chit quart: Di'en ten ca quan chic quan 

Ten he thtmg bi sg c6 Dien ten he thong bi su. co  

Phan loaf cap de) dm he thong 
thOng tin, (neu co) ❑ CAp dO 1 ❑ Cdp di, 2 ❑ CAp c10 3 ❑ CAp c10 4 ❑ Cdp dO 5 

Ten/Mo ,ta: ve,  s tr co .  

     

Ngay phat hien sg co (*) 
(dd/mm/yy) 

    

    

/ 	/ Thai gian phat hien (*): 

 

phig 

     

     

     

     

Cung cap, torn tat tan quat nhieng gi del xay ra va- each thzrc giai quyet, xudi giai phap 
am zing sze , nhcirn xer if) nhanh sic co, gall nhe rici ro va thiet hal dot v6i sw co twang to 

trong twang lai... 

Liet ke cac tai lieu lien quan (bao cao dien Bien sw co; phuang an xir l.);, log file...) 

CA NHAN/ 	 DItN THH,0 PRAT LU8T 
(IC); ten, (long cau) 
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MAu sts 05 
Ban hanh kern theo Thong tit s4102017/TT-BIM' ngay 

as ./$/2017 cria BO ThOng tin va Truy'n thong 

CONG HOA XA HOI CHU NGRIA VItT NAM 
DOc 14'p - Tg do - fIgnh phnc 

Kinh giri: Trung tam ling aim khAn cap may tinh Vi['t Nam 

BAO CAO TONG HOP [06 THANG/ 01 NAM] VE HOAT BONG TIEP NHAN 
VA XU' LY SV CO 

El 'Er thang 	./201 ... den thang ..../201... 

Ten co quan/te 

Dia chi: 	  

Ma thanh vien mang 

1. Se lugng sty co va cach thirc xir ly 

Loai su co/tan cong mang SO 
luting 

So su co 
to xir ly 

s6 sv c6 co 
sg 11.8 trg xif 
ly tir cac to 
&ire khde 

So sg co co 
hotrg xir 1Y dr 
to chile nuov 

ngoai 

So str co 
d nghi 

VNCERT 
ho trg xir ly 

Thiet hai 
trot tinh 

Tir chi dich vu 

Tan cong gia mat) 

Tan ding sir dung ma dOe 

Truy cap trai phep, chiem quyen dikt 
khien  
Thay dOi giao dien 

Ma hoa phan mem, du lieu, thik bi. 

Pha hoai thong tin, du lieu, phan mem 

Nghe trOm, gian diep, 14 cap thong 
tin, du lieu  
Tan ding tong hap sir dung ket hop 
nhieu hinh thire.  
Cae hinh thirc tan cong khac 

Tong so 

2. Danh sach cac to chirc ho trg xir ly su co 

3. Danh sach cac to chirc nuac ngodi ho trg xir ly sir co 

4. Da xudt kien nghi: 	  

	, ngay 	thang 	nom 

NGUtil DAI DIEN THEO PHAP LUT 
(bong cau hoeic sir dung chic ky.  so) 
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Mau A 06 
Ban hanh kern theo Thong to 40/2017/11-B1177 ngay 

A./3/2017 do BO Thong tin va TruAl thong 

BO THONG TIN VA TRUYEN THONG 
TRUNG TAM fiNG CtrU 

KHAN CAP MAY TINH VIE: T NAM 

CQNG HOA xA HOI CHU NGHIA VIET NAM 
Dec lap - Tir do - Hanh pink 

   

St): 	/VNCERT-NV 
V/v Dieu phi frng cdu su c6 man 

 

ngay 	 thcing nom 

Kinh 

Can cir chirc nang nhiem vu theo tham quyen, ten co sa yeu au that te, Trung tam frng can khan cap 
may tinh Viet Nam - VNCERT yeu cau Qu 'Y co quan/don vi that hien lenh/yeu cau dieu phoi frng tiro 
sa co mang duai day: 

1. Loai yeu cau diet]. phi 

0 Thong boo nguy co, tinh hinh sa co va bien phap phong ngira sir a 

0 Yeu cau xir VT su co cu the 

0 Yeu an xir ly ky thuat, that hien cac bien phap quan V, Icy thuat 

0 Yeu au boo coo tinh hinh, cung cap thong tin lien quan tai sir c6. 

0 You au dieu Ong nguiin Igc (nhan lac, tai nguyen, cong nghe,...) 

2. T6 chirc/he th6ng c6 lien quan tai sa co 

3. Nei dung cu the yeu cau 'lieu phi 

4. Thai han th.gc hi'n you au dieu phi den ngay 	./ 	  

, ngay 	 thcing 	nom 

GIAM DOC 
(bong du hoOc sir dung chit. ky sa) 
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Phu hp II 
QUY TRiNH VNG CITU SII CO THONG THU'aNG 

(Ban hanh kern theo Thong to s 	/2017/TT-B111:1` ngayie/1/2017 cita 
BO truong BO Thong tin va Truyen thong) 

Thanh phan Quy trinh Ghi cha 

Dan 
Thong tin so c6 co the tic cac 

vi, ca than v4n. hanh HTTT a 
Phat hiOn, tip nhan 

thOng tin su co 

nguen: 

- He thong theo doi nOi be' cfia 
don vi van hanh HTTT; 

- Dan vi chuyen trach UCSC, 
Th8ng tin mang hrai. 
- VNCERT 

- Nguen tin xa hei 
Dan vi, ca nhan van hanh HTTT 

Dan vi chuyen trach ring elm so 
c6 cong cap hoac chili trach 
nhiem 

Phan rich, 
• Chua xay ra 

xac 

Doanh nghiep vien thong, ISP; 
thanh vien mang luai; Co quan i dieu phoi quoc gia ph6i hop h6 

minh su co tro 

DA xty ra Phan h6i,  k6t rink 

- Dan vi, ca than van hanh V 
Trien khai theo ke hoach ring pho 

HTTT trien khai cac buac ring Tri6n khai cac buac uu tien su co da dugc 	them cep 	quyen elm ban du; bao cao so co 
chon 

ling dm Lua phe ban dau 
Sao 

duyet (neu co) hoac theo 
Ban Chi dp - 	 ring cfru so c6 

.` 	4. h cao huong dAn cira Dan vi. chuyen 
cap b(), tinh/Ca quan thou phoi 

ptrong trach ve dug dm so 	hoac Ca co 
quacc gia chi dp, dieu ph6i ring an 

Dieu phoi, chi dgo cong tan 
su  
co quan dieu ph6i qu6c gia 

cfru so co img cuu su co 

Iir - Dan vi, 	 hanh ca nhan van 
HTTT; 	Dan 	vi 

	

. 	chuyen Ong dm, ngAn - Cac thanh phan tham gia Ung 
dm so co can can not dung, 

trach/thanh vien mang hroi ring 
so c6; 	phan *rig elm 

--0'.  chan su co 
nhiem vu dugc giao theo phan 

cfru 	DOi/b0 
so co to chirc trien khai phan 

ding, chi do to chirc Wen khai 
v cac quy trinh, nghiep vu cira 

tich, xac dinh nguan g6c tan 
cong de t6 chirc ngan chan, 

thieu tac do"", 	thief hal 

Thu thgp, 
pilau rich, 

xac dinh su co 

Chi do, dieu 
ph6i 

- Quy trinh nay dugc trien khaigiam 
X* IS,  sir co, 

gri be 
minh. 

A lien toe, dam bao den lchi khoi den he thong thong tin 

- Ban Chi dao ring dm so c6
\ 

phi hog do, ng oh he thong thong 
tin tro lei binh thuong 

cap b0, tinh/Ca quan dieu ph6i 
dp, dieu quoc gia chi 	phoi ring Kitin .ha, Khoi pinic

danh 
cuu so co 

gia hoat Ong 
HO thong chua hoac 

hog Ong binh 
thueng Ha th6ng da host deng 

binh tinrimg 

Ban Chi dab Ung dm so di cap 
b0, tinh; Ca quan dieu phoi v 
qu6c gia 

Dan vi, ca nhan van hanh HTTT 

Dan vi chuyen trach/thanh vien 

Tang kit, danh gid 

mang kith ring cuu so co lien 
quan 

DOi/b0 phan Ung dm su co 



Phu Inc IH 

BE CU ONG KE HOACH ING PHO S1V CO AN TOAN THONG TIN MANG 
(Ban hanh kem theo Thong tu. 	/2017/TT-BTTTT ngay.d.// /2017 ctia 

BO trweing Be) Thong tin va Truy&z thong) 

1. Cac quy dinh chung 

a) Pham vi va doi tugng cua ke hogch. 

b) Dieu kien, nguyen tac chung, nguyen tac uu tien de duy tri hog dgng 
dm he thong khi trien khai irng cuu sir co; phuong cham img ph6 sir co. 

c) Cac ltrc lugng tham gia irng pho sg 

d) Chirc ndng, nhiem vg, trach nhiem va co che, quy trinh ph& hop gifra 
cac ca quan, -don vi 

- Don vi, ca nhan van hanh he thgng thong tin; 

- Nha thdu cung cap dich vg an toan thong tin mang (neu c6); 

- Don vi chuyen trach img cuu str co; 

- Dgi irng cfru sg co; 

- Ban chi dqo fing dru khdn cap sir co cap b6, tinh; 

- Cu quan dieu phi qugc gia; 

- Co quan thixeng trgc; 

- Cac don vi lien quan khac. 

2. Dinh gia cac nguy co, sir co an toan thong tin mang 

a) Danh gia hien trang va kha ndng bao dam an toan thong tin mang cua 
cac he thong thong tin va cac doi tugng can bao v'e thugc pham vi cua ke hoqch; 

b) Danh gia, du bao cac nguy ca, str co, tan cong mang c6 the xay ra vai 
cac he thong thong tin va cac doi tugng can bao v'e; 

c) Danh gia, du bag cat hau qua, thiet hai, tac dgng c6 the c6 neu xay ra str c6; 

d) Danh gia ve hien trang phuong tien, trang thiet bi, cong cu h8 trq, nhan 
lgc, vat lgc phgc vu doi pho, img C*11, khdc phgc sir co (bao gom dm ca nha 
thau da ky hop d6ng cung cap dich vg neu co). 

3. Phuvng an dOi pho, timg cfru dOi voi mot so tinh hung sty co cu the 

Dgi voi moi he th6ng thong tin, chuong trinh tirng dung, can xay dung tinh 
huong, kich ban sty co cg,the va dua ra phuong doi pho, *rig cim sir co Wong
ung. Trong phuong an doi ph6, frng ciru phai ddt ra dugc cac tieu chi de c6 the 
nhanh chong xac dinh dugc tinh chat, mirc dg cua six co khi six co xay ra. Viec 
xay dgng phuong an doi ph6, "Mg ciru sir co can dam bao cac not dung sau: 



a) Quy trinh trie'n khai va cac buoy uu tien irng ciru ban dau khi he thong 
thong tin gap six co, co phan theo cac loai sir co. 

b) Phuong phap, each thirc a xac dinh nhanh chong, kip thoi nguyen nhan, 
nguOn gOc sir c6 nh'am ap Ong phuang an d6i pho, img ciru, khac phgc sir co 
phu ho, p 

- Sy c6 do bi tan ding mpg; 

- Sir c6 do 18i dm he ,th6ng, thiet bi, phan mam, ha fang ky thuat hoc do 
loi dung dien, &rang truyen, hosting, ....; 

- Sy co do 1oi cua nguai quan tri, van hanh he thong; 

- Sir c6 lien quan den cac tham h9a ty nhien nhu bao, lit, dOng dat, hOa 
hoan v.v.... 

c) Phuong an dOi pho, Ung cifu, khac phgc sir co dOi voi mot hoac nhiau 
tinh huong sau: 

- Tinh huOng sir co do bi tan cong mang: 

+ Tan cong tir chOi dich vg; 

+ ran cong gia mao; 

+ ran cong sir dung ma. dOc; 

+ Tan cong truy cap trai phep, chiem quyan diau khien; 

+ ran cong thay dOi giao dien; 

+ Tan cong ma hoa phan mam, du lieu, thiet bi; 

+ Tan cong pha hoai thong tin, dir lieu, phan marn; 

+ ran cong nghe trOm, gian diep, lay cap thong tin, dit lieu; 

+ Tan cong tong hop sir dung ket h9p nhiau hinh thirc; 

+ Cae hinh thirc tan cong mang khac. 

- Tinh hung six c6 do 16i dm he thOng, thiet bi, phan mam, ha tang Icy thuat 

+ Sir c6 ngu8n dien; 

+ Sr c6 duang ket not Internet; 

+ Sy c6 do 18i phan mam, phan cung, irng dung dm he thong th8ng tin; 

+ Sy c6 lien quan den qua tai he thong; 

+ Sy c6 khac do 18i dm he thOng, thiet bi, phan mam, ha tang ky thuat. 

- Tinh hung sir c6 do 18i dm ngued quail tri, van hanh he th6ng 

+ Loi trong cap nhat, thay doi, cau hinh phan cong; 

+ Loi trong cap nhat, thay d6i, cau hinh phan marn; 
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+ COI lien quan den chinh sach va thit tic an toan thong tin; 

+ Loi lien quan dgn vigc clang dich vg vi 1ST do bat bugc; 

+ Loi khac lien quan dgn nguai quan tit van hanh he thgng. 

- Tinh hung str cg lien quan d6n cac tham hga to nhien nhu bao, lut, dgng 
dat, hga hoan v.v.... 

d) Cong tac to chic, dien hanh, phgi hop gitta cac ltrc lucmg, gifta cac t6 
chirc trong doi pho, ngan ch4n, ang cfru, khac phgc sir co; 

d) Phuong an v'e nhan lgc, trang thie't bi, phan mesm, phuong tign, ding cti, 
va ,dtr kienkinh phi de thgc hien, doi pho, ang cfru, 	15T 	vai tang tinh 
hung sir

, 
 cg the. 

4. Trien khai hot Ong tharng trip, dieu phOi, xir 15r, irng cfru sty di.  

a) Tri& khai cac hoat dgng thugc trach nhigm cua cac co quan, don vi lien 
quan theo quy Binh tai cac Di"&  9 an Di'eu 11 va cac not dung lien quan khac 
cad Thong to nay; 

b) Dtr phong kinh phi, nhan ltrc, vat ltrc thuOng trirc san sang ang cau sir 
co; trien khai dieu hanh phoi hqp to chfic fing cfru va thgc hien frng ciru, xir 1ST, 
ngan ch4n, khac phgc str c6 khi co str cg xay ra. 

5. Trien khai huAn luyen, din tap, phong nem sty co, giam sat phat 
hien, ban clam cac dieu kien san sang Mi. pho, fing cow, khfic phuc sty co 

Xay dung cac not dung,,nhigm vg cu the can trMn khai nham phong ngira 
str co, giam sat phat hien, huan luyen, din tap, bao dam cac dieu kin san sang 
doi pho, irng eau, khac phvc str co, cu the bao gOm: 

a) Trien khai cac chuang trinh hudn luygn, din tap: 

- Hun luygn, din 	cac phuang an dgi ph6, ung cau str c6 tuong ang 
vai cac kith ban, tinh huong str co cg the tai Mgc 4; 

- Hun luygn, din tap nang cao ky nang, nghigp vg phgi hgp, ang dru, 
thong tan cong, xir 1ST ma dgc, khac phgc str co; 

- Tham gia hudn luygn, din tap yang, mien, qugc gia, qugc 

b) Cac not dung, nhigm vg nham phong ngira sir co va phat hign som str cg: 

- Giam sat, phat hien som nguy co, str c6; 

- Kigm tra, danh gia an toan thong tin mang va ra quet, loge 	phan tich, 
xir 13'T ma dgc; 

- Pheng ngaa str cg, pan 1ST rui ro; Nghien eau, phan tich, xac minh, canh 
bao stn co, rai ro an toan thong tin mang, phan mem dgc hai; 

- Xay &gig, ap dung quy trinh, quy dinh, tieu chudn an toan thong tin; 

- Tuyen truy'en, nang cao nhan thirc ve nguy co, sin cg, tan cong mang. 
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c) Cac not dung, nhiem vg nham bao dam cac dieu kien sAn sang d6i phi), 
img eau, khdc phgc six co: 

- Mua sam, nang cap, gia han ban quyen trang thiet bi, phan mem, cong dm, 
phuong tien phgc vg img eiru, khac phgc sir co; 

- Chuan bi cac dieu kien bao dam, dg phong nhan lire, vat lgc, tai chinh cue 
san sang doi pho, timg eiru, khac phgc khi sir co xay ra; 

- T6 chirc boat d'Ong cua d6i img cuu sir c6, b0 phan ung cum sir c6; thud 
dich vu ky thuat va to chime, duy tri dOi chuyen gia ung ciru six co; 

- T6 chime va tham gia cac hoat d'6ng cua mang hmai irng cum sir c6. 

6. Cac giai phap dam bao, to chin trien khai ke hoach va kinh phi 

a) Cac giai phap de thgc hien ke hoach; 

b) Ngu'on lire va dieu kien bao dam thgc hien ke hoach; 

c) Kinh phi va r gu6n von trien khai thgc hien ke hoach; 

d) Phan cong to chime thgc hien. 

Cac not dung, nhiem vu trong ke hoach nay có the trien khai theo hinh thirc 
tg thgc hien hoac thud nha thau cung cap dich vu de trien khai, hoac c6 the lc& 
hop ca. 2 hinh thimc./. 
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