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PIEU UGC QUOC TE

BO NGOAI GIAO
BO NGOAI GTAO CONG HOA XA HOLCHT NGHIA VIET NAM
P idp - Ty do - Hanh phac
Si: 1520197 (B-LPQT Ha X, ngdv: 172 sheing 3 s 2019
THONG BAO

[} L) " - ‘ ‘ J.
V& bidu lye ciia diéu ude qubc 1€

Tinwe hidn quy dinh t2i Didu 56 cla Ludt Didu wde quic © ndm 2016, B

Ngoai giao trdn trong théng hao:

Hiép dinh gitia Chinii phi nuce Cong hoa xd hit Vige Nam va Chinke pln
Lién bang Nga ve hop tac rong (i vire baa danz an sinhi thang tin quoe fe, K1
Sochi, L1én bang Nea. ngav 06 thang 9 nam 2018, cb hidu lue (0 ngdy 27 diing 4

nim 2019,

Rd Neoai giao trin weng ¢t ban sae Hiép dinh theo quy dinh a Didu 39

cua ).udt néu teén.:.

TL. BQ TREONG
KT, VU TRUONS

VULUAT PHAP VA BILL LGC QUOC TE

PHO VU TRUGNG

[.& Diec Hanh
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HIEP DINH
GIT'A CHINH PHU NUGC CONG AOA XA HOT CHU NGHI1A VIET NAM
vA CHENH PHU LIEN BANG NGA VE HQP TAC
TRONG LINH VUC BAQ BAM AN NINH THONG TIN QUOC TE

Chinh phit nirdre Cding hoa xa hgi chi nghia Viét Nam va Chinh phid Lién
bang Nga, sau 3y duge go 14 hai Bén,

Ihiir may nhimg, tién bd dé.ng kE rong viée phat trién va ap dung cong
nghé thdng 1in vi truyén th{mg moi nhdt wo ra e ddng ding ké t& hoat ddng
béc dim an ninh thong tin quée té,

Hiéu duoc tﬁm quan beng to Jém cla cong rghe thing tin va truyen
ﬂmng véi sy phét tién kinh 1€ x3 hi, phyc vy led ich cida con ngudi va duy tri
nén hoz binh, an ninh va &n dinh qude té trong, béi cdrh hién nay,

Thé hitn s quan ngai déi vm sac moi de doa lién guan dén vaec cd hé
s dung ¢Bng ngh@ théng tin va truyén théng xdm hai dén chu quyén va an ninh
cic quoc gla can ﬁuép vio cdng viée ndi b cia nhau, xdm pham d&i séug cd
nhan cla cong din, gay mil én dinh chinh trj, xa hdi, kinh t€ trong nude, kich
déng cic cude tranh chap lién sic 13c va lién ton gido... méu thuan v&i mye
dich bao dim héa binh, an ninh va &n dink quéc t€,

Hidu :im;n: tim quan weng cue an ninh mﬂng tin quéc té 1a mbt trong
nhimg rhin td then chét ciia hé thiing an ninh quéc t&,

Ung ha viée xdy dymg va thung qua dudi sy bao r¢ cia Licn hep quoc
céc tigu chuan, quy Lac hofc nguyén the ung XU ¢6 trach nhigm cia cac quée
gia trén khdng gian mang dé c6 hé thic ady viéc bao dim an ninh cing bang
cho cidc quoc gia,

Khing dinh chi quven qum gia va cac quy tae, quy dinh quoc té duoe
xuat phat tir chi quyén quoc gia ap dung cho koat ddng cuaa céc quoc gia lign
quan 161 eong nght thing tin va Lruyén thng, va dp dung véi thém quyén quuc
gla & vdi oo s& ha ting c:.'mg nghe thdng tin va truyén théng trong l&nh 1hu
quoc gm 5, ciing nhur quyén ar quyét dinh va thire hign chinh sach quoc gia vé
van d€ lién quan &1 mang fuél thing tin va truvén thong cia minh, bao ghm
bao dam an ninh,

Tin twimg ring, viéc cing o8 s tin cdy va phéi hop giita hai Bén trong
vidc s dung cong ngh thdng tin va lruyén thong 12 vin d& cip bach va dip
tmg lg: ich cia hai Bén,

Higu duoc tBm quan trong, diac biét vé sy ¢an béing giira bdo dam an ninh va
tn rong quyén cen naudi irong finh vize céng nghé théng tin va truyén théng,

Nhiim mue dich nglin chin céc méi de d-:w. 161 en nunh thong tin quuc &,
bé&o vé 1ol ich &n ninh thong tin cha nha nude moi Bén 4& phat trifn mai truimg
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théng tin quéc té, tir 46 taa didu kién cho viéc bao dim héa binh, an ninh, sy
minh bach vi hep tc,

Mong mudn thift lp co s& vé phip Iy vi co ché cho sy hop 1c gma hm
Bén troag Itnh vuc an ninh ‘rjﬁnnqmc té trén cor sd tn trong déc 1ip,

quydn, lgi ich vé toin ven lanh thé cis nha vi khbng nhim phwong hai dén Iq;n
ich cla bén thit ba,

B3 thong nbét nhu sauv:

Dieu 1
Cic mbi de doa chinb trang Hub vye a0 ninh thdng tn qubc tf

Hop Uc trong vigc thyc thi [ép dinh ndy, hai Bén dinh gid cic méi de
doa ¢hinh téi ar ninh théng tin quic % 1A vigc s dyng cng ngh? théng tln vi
truyén théng:

1. D& thare hién cde hanh dfng nhém de doa tdi chi quyén, an ninh va
{odn ven Hnh thé cia quéc gia;

2. Giy hai dénkmhté'-&cicmlnguy hai khic bao gdm dnh hidmg tiéu
cye dén cic yéu 16 vé co sd ha ting théng tin;

3. Vi myc dich khving bd cfing nbe truyén bé tur fuémg khiing bé va tham
gia hogt 84ng khing bb;

4. Thire hign t4i pham bao ghm cdc 131 pham lién quan i viée truy cip
bat hop phip thang tin méy tinh, mang mAy tinh vA mang Internet;

5. Can thigp Vﬂnc-&cmngwﬁn nfi b cia nha nude, vi pham trét tr x3 héy,
i giuc xung dot lién sdc 1ge, chiing e va 16n ido, tung ho cho cac y nedémg, ludn
thuyét phin biét ching tde va bai xich ngwdi nude ngodi diin dén vigc chim ngdi
cho lomg hén thi, phén big ddi xir v kich ddng gy beo loan, gy mét én dich
tinh hinh kinh 18, x2 héii, chinh trj ndi bd, vi pbam quén by nha nine;

6. Truyén bé céc théng tin gy hai dn he thdng chink trj cing vé kinh 1
%3 i, méi trudmg viin héa, deo &bc tinh thin cia nhd nudc mdi Bén.

Pitu 2
Nguyén the chung vé hop hie

1. Hai Bén hop tic hmghnhvucbandamannmhlhﬁngnnqum:te
trong khutn khé Higp dink nav nhiim thic day Phsl trién kinh té - x4 héi, phi
hop v&i myc tiéu duy tri héa binh, an ninh vi an dinh quéc té vi cic nguyén
1, quy pham ciia Jugt phap qunc té dige ¢ong nhdn rfog rdi, bao gﬁm G
nguye.n tac ton trong chi quyéu vii todn ven lanh thé cie nhay, gidi quyét hie
binh cac xung ddt va tranh chép, khéng i dyng vii lye va de doa vil ll,rc, khong
can thiép vao cong vitc ndi bd, tdn trong quydn con ngudi v cde quyén tr do
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co han, ciing nhu nguyén the hep tac song phueng va khéng can thiép vao
ngudn théng tin cia Nba nuée mdi Bén.

2. Hoat dong ciia hai Bén trong khudn khd Higp dinh niy phai tuin tho
¢ac quy dinh phap luét cua mﬁl Bén. Cde Bén k}'ﬁng can thidp vao cong vige
i 0ol b cua nhau, tan trong quyen con nguoi va céc qu:.re-n ty do co ban, ciing
nhu nguyén tic hop tic seng phuong va khéng can thiép vao cac ngudn thong
tin ¢z Nhi nurde Bén kia.

3. M&i Bén cb quyén nhir nhan trong béic mit cdc ngudn thing lin via
nudc minh khoi sir dung va can thigp trai phép, bao g?:m cA hoat d6ng tin cong
may tinh, Céc Bén khong tién hanh cac hogt dgng chong lai Bén kia va hé try
Bén kia trong viée thye hién cdc quyén néu trén.

4. Tda trong chil quyén va toan ven lanh thd, gidi quyét mdt cach hoa
binh ¢ée tranh chap va xung dot, khong sir dung vii luc hay de doa sir dung vii
lic; nb lyc dé co 5o ha tinp théng tin, 131 nguyén mﬁng lin cua cac BEn khdng
bi Bén thi ba loi dung py thiét hai cho Nha nuée moi Bén.

Pitu 3
Ciac hogt d3ng tigp tic chinh

i. Xem xé1 mdi de doe ch.lnh thire duge néu tai Didu | cua Hiép djnh
niy, hai Bén, dai ditn duoc Oy quyén va co quan cé thim quyén ciia hai Bén
duge chl dinh theo Didu 5 eda Higp dinh ndy, hop tae bio 4Am an ninh théng
tin qudc & trén cae Moh vire chinh saw;

[) Tham pia xdy dyng, thic da;f CAC quy chuan luét phép quoc té vé bio
dam an ninh théng tin quée giz va quéc t&;

2) Phéi hop déu tranh _phong, chéng cdc méi de doa trong Finh vire bao
dam an nirh thonp tin qudc té duge néu tai Didu 1 cia Higp dinh nay;

3) Trac d6i thdng tin trén link vye thye thi phap luat phye vy diéu tra céc
vu viée lién guan dén sit dung cdng nghé théng tin v truyén théng vio muc
dich kining bo va 16: phaim;

4] Dam phén théng nhat vé thue hign cac bién phdp xdy dung long tin
can thiét gép phan bao d&m an ninh théng tin quﬁc 18:

$) Trao d6i thing tin gilta cée cor quan c4 tham quyén hai Bén vE vin db
béc dim an ninh, bao gom hop tac gilra cac co quan cb tham quyén cia hai Bén
trong linh vyc (mg phé véi cdc su ¢6 may lnh,

&) Trac déi théng tin vé ludt phdp cia haj Ban lizgn quan dén bio &m an
ninh thong ting

7) Hé tr¢ hodn thién co sé phip | song phong va co ché thuc tién hep
14¢ hei Bén trong bao #am an runh thing 1in quoc 18;
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3} Tidng cudng, hop tac va phus hop hach ddng gita hai Bén lién quan
dén bao dim an ninh thdng lin quéc té rong cic té chie va difn din quﬁt. té
(bao ;_,m'n Lién hop quﬁc Lidn minh Vién thong qudc té, To chire Tiéu chudn
nba qu&c té va cac 4 chirc khac);

9 T chise cae budi 1am vige, i nghy, héi thio va cic dién dan khic
cua dai digh va chuyén gia duge vy quyén cia hai Bén trong lTnh vyc an ninh
thénge tin quée ta:

10} Tang <uéng hop téc dio tao, tp hudn, trao 461 chuyén gia wong link
vuce an minh shong tin giira hal Bén;

11) Hop 8¢ chuvén gieo cdng nghé trenig linh vuc an ninh théng tin theo
quy dinh cua ludl phip mai Bén;

12) Tao difu kién dé cée co quan cé thim quyén ciia méi Bén phot hop
thuc hign Hiép dinh nay

2. [ai Bén va co quan cf thim quyén ciia hai Bén cd the xdc dinh céc
hsdmg lu:m 14¢ khae bang vin ban théa thudn cu the.

Pritu 4
Co quan dicu phﬁi

Nhim lz0 dlau kign trrc hign hifu gui céc diéu khoan cia Hiép dink va
thiét l&p kénh phdi hop truc tidp pitn nude G5 gng hoa x& hi chl nphia Vids
Nam vi Lién bang Nga trong khuéa kbé Hiép dirh, hai bén xac dink co quan
diéu ohdi:

- V& phia nudc Corg hoa xa hdi chi nghia Viét Nam - B Céng an;
- V& phia Lién hang Nga - Vin phéng Héi déng An ninh Lién bang Npa

Trong truong hop cén 1hiét, hai Bén ca thé thay ddi co quan didu phol vi
Kip tha thang bao bang vin ban cho phia Bén kia thdng qua kénh ngogi giao,

Pifu 5
Hink thire v& co ché hop tie

I lizi Bén tién harh hogt dong phbi hap thee phuong hudng nop tac cy
the duge guy dinh wong Hiép dinh théng qua co quan <6 1ham quytn cia hai
Bén co trach nhiém thi hink Higp dich nay. Trong véng 60 ngdy K tlr nghy
Hiép dinh ¢o higu hue, hai Bén rao ddi théng tin qua kénh ngogi pizo vé co
quan cé thim guyén cia hal Bén chjw téeh nhidm thi hanh Hiép dinh nay.

2. Nhim muye dich a0 co s& phép ly vd 13 chite cho viée hop tic trong
cac Tinh vue cu 1hé, co quan ¢ thém quyén cia Chinh pht hai Bén c6 thé xy
két cic thoa thudn lign nganh lién quan.

s
= e

awSoft = rer +84-28-3930 3279 * www. ThuVienPhapLuat.vi



CONG BAO/SS 553 + 554/Ngay 15-7-2019

=

, 3. Hai Bén 18 chire tham vén thirimg, Xuyén giira cac co quan dw;m iy
quyén va co quan cd thim quyén ¢ha hai Bén nhim 1 sodt cong tic trien khai
HIEp dinh, trao dbi lhcmg lin, phén tich danh gia cac mdi de doa danp nbi 1&n
dbi vm an ninh thung 1in quéc €, cling nhwr nham xéc dinh, (héng nhét va phoi
hop trién khai cic bign phap timg phéd chung dbi véi cic nguy co ndy.

Trén co 8¢ nhdt i cila bai Bén, cde budi tham vén trén s duge to chirc
02 lan mdi nim luan phidn tai mzde Céng héa x& hai chii nghia Vigt Nam va
Lién bang Nga.

Maéi Bén cd thé d& nghi t& chirc thém céc budi tham vin va d2 xuat thoi
gian, dia didm va chuong tinh nghi su.

Didu 6
Bie mit thong tin

Hai Bén tién hanh cac bign phip cin (hiét bio mil céc théng tin duoc chuyén
gizo hodc phét sinh wong qud trinh hop 13c rong khwdn khd 1iép dinh ndy. Visc
tiép cim thang 4n bj gidh han do phip luit tha nuéc cia hai Bén quy dinh.

Cac thunp_, iin &a.rqc; béo mgl thee phip lugt va cac vin ban quy pham
phap luét cd lién quan cua Nha nuoc Bén tiép nihén thdng tin. Théng tin ndy sé
ihéng drgc 1iét 16 hodic chuyén gian ma khdng cd sy dbng ¥ bing vin ban cua
Bén chuyén giao théng tin.

Thong tin s€ dugc phin logi theo dimg quy dinh cua phip lugt cba Nha
mrae moi Bén.

Trinh t frac déi, bdo mat théng tin bi mét qudc gia Lién bang Nga hey
141 lidu mit cia nude CHing hda x3 hdi chi nghTa Viét Nam dugc xac dinh theo
Hiép dich giira Chinh phi nuéc Cgag hoa x4 hoi ¢hia nghia Vit Nam va Chinh
phil Lién bang Nga vé bin vé thing tin mét ky ngay 27/3/2002.

Pi€u 7
Tai chigh

1. Hai Bén s chiu cic chi phi che dai dién va chuyén gia cia minh kb
tham gia cdc hoal ddng dién ra trong qué trinh thye thi Higp dinh.

2. V& ode chi phi khdc lién quan één viée thyc thi Higp dinh, rong timg
truémg hop cu the hai BEn co thé thong nhat cac thi tue tai chinh khédc tudn
theo ludt phap cia nha nudc minh.

Ditu 8
Maoi lién h§ vin cic Didw wdc quie 1€ khic

Higp dinh nay khcmg anh hLlD‘Ill, dén céc qu.ye:n lot va nghia vy cia mbi

Bén phat sinh tir cdc didu ude qubc té khic ma nhd nude Bén d6 dang tham gia,
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Pitu 9
Giai quydt cée tranh chip

Hai Bén s¢ gidi quyét céc tranh chap phat sinh do 31#1 thich hodc dp dung
cac diéu khoan ctia Hi¢p dinh nay théng qua tham vin vi dam phan gitra cdc co
guan co tham guvén hai Bén va thong qua kénh ngoai giao néu can thiét

] Bide 10
Bieu khosn thire thi

1. Hiép dinh pay <& hifu lye (i ngay 30 (ba muoi) ké tir khi nhin duoe
thong bao sau cing cua hai Bén théng qua duimg ng-nal giao vé viéc hoan tét
cac thi tye ndi bg cdn thidt dé Higp dmh ot hefu Je

Z. Thea thoa thugin hai Bén co thé sia dii Hlep dirh ndy. Cic chinh sira
la m{1 phan kidng (hé iach rai cia Higp dinh va s& duwe thé hign tkanh nghj
dinh thu riéng.

% Hlep dinh 1*.&5, s& chim dirt hidu lyc sau 90 nyay ké ti khi mét Bén
rhin duge théng bao bing van ban qua dudmg ngoai giac cua Bén kia vé y dinh
cham dint hiéu lve Hiép dinh. Viée chim dit higu luc cis Hiép dinh nay khéng
lam anh huore dén hoat dong hop tac dang dugie hal Bén thye hign hoae thung
nhét trién khai ‘tirde do.

4. Trong, trutmg hop cham dut hiéu hyc Higp dinh ny, hai Bén phax
bign phép nhim hoan thanh nghla vy cia mink trong bao mat thong tin ciing
nhu hoén thanh cic hoat ddng, dir an, sy kién chung da thing nhit rude 46,
danp duge trién khai trung khudn khd Hidp dinh ndy nhimg chua két thie khi
Higp dinh chim ¢t hidu lue.

Hiép dinh duoc lam tai So & vio ngdy g thang 9 nim 2018
th&nh hai bdn. mdi bin bang tiéng ViéL, titng Nea »a tiéng Anh, cic van ban cd

gid irj nhu ohau, Trong tnromg hap ¢6 khide bigt ve cach hidu, van ban tiéng
Anh s dirge sur dung.

THAY MAT CHINH PHUNUOC THAY MAT CHINH PHE)

CONG HOA XA HO1 CHU NCHIA VIET NAM LIFN BANG NGA

Ve %W
e Tin Ham 5!; c}u La,u.w-‘

£
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COIJIAINEHUE
MEXTY [IPABHTEJLCTBOM COHHAJHCTHYECKON PECIY BJIHKH
BLETHAM H MIPABHTEJLCTBOM POCCHACKOA OEAEPALMH

O COTPYIHHYECTBE B OBJACTH OBECNEYEHHA
MEXIYHAPOAHOH MHDOPMALIHOHHOH EE30NACHOCTH

Ipaprenscrso Coumanucrryeckod  Pecnybrnukn  BretHam
TIpapatenscToo Poceudickon Mestepanun, naice umenvemeie CToporamH,

OTveqas 3na9HTeRbHRH Mporpece B PEIBETAN M BHeapeHHY HoBeROIMX
WHHOPMALHOHHO- KOMMY HHIALHOHHMELX TEXHOMOTHi, OKATRIBAIIMY
CYMECTBERHOE MIHAHAE Ha ODCCTeHeHke MCKAYHAPOAHOH HHGODMALMOHHOR
Ga30macHOC I,

Orvedas Gonmuoe 3HaueHHe HAQOPMALUHOHHO-KOMMYHHKAHOHABIX
TEXHOIOMME 11N COLMEIbHO-IKCHOMMYECKOrD pPa3BHTHA Ha Onaro Bcero
YEMOBEWECTBA, a TAKKE N4 NOJAMEDHAHHA B CODPEMEMNHBIX YCIOBHAX
MeX[yHapo,JHOra MHpa, Oc30onmacHoCTY H cTabHIHACTH,

Boipakas onaGouennocis YIpoiamH, CBHZAHIBIME € BOSMOMKHOCTAMI
HCMONL3CBAKAA WHPOPMAIIHOHHO-KOMMYFHHKEAIHOHHLIX [CXHOTOMHA B HEeauX,
He cOBMeGIMMbIX ¢ 280a40MH  O0SCIIERENMH  MEWHYHAPOIMHOI0 MHpa,
$2300ECROCTH K cTRGRNBLIIOCTH, JUIA TIOZPRNA cyhepennieTa A He30nacHorTH
FOCYARPCTE W BMEWATENECTEA B KX BHYTPSHHME JIeRH, HRDYWHHA
ReNpHKOCHOBEMNOCTH  WaCTHOK  XusiK  Ipaxdan,  nectafniusauen
BHYIPHROINTHYSCKON H COLHANE RO-3KONOMHYECKOR ODCTAHOBKH, PU3RcHIALKA
MERHALUMOHANBHUA H MEKKOHDECCAOHATENGH BPAK hl,

[lpzaasas Baxuoe IHAYSAHE MEWAYUAPOAHOH HHDOPMaUKWDHHOH
DezonacHOCTH K2k ooHOMY B3 KMONCBEIX  DAGMEHTOR  CHCTEMEI
MeAIYHAPOIHOH Ge3anacHocTH,

TozaepkKuas paspadoTky U nputseue 1o/ srugol OOH nopw, npasnn,
NPHHUYTIOB OTBETCTBEKHOIT [OBElENM [OCYUAPCTE B WHAODMIUHOHEOM
OPOCTPARCTRE 1L CONGHCTEMS ofecnedenntt pansoi GE30TACHOCTH DA BoeK

CTpaH,

[lonTeepaas 70, 40 (OCYIRPCYBCHHMWHA — CyBepedireT M
MEXIYHADOJHBIE HOPMbl M UPHHUWINLIL, SLITEKAIOLNC HI MOCYIapCTAEHHOTO
CYBSPEEETOTA, PACINOCTPAHATCH HA 10HE/ICHHE JTUCYUAPCTA B PaMEdx
AeATENLHOCTH,  ChM3AlNOH ¢  BCrpireioBanKeM HEOpMAIMOHHO-
KOMMYHHKAUMOHHEIX TEXHOMOTHH, H IOPHC/MKUHIG [OCYOADCTD  Haj
wrdopMalHouHoRl UHOPACTPYRTYPOR Ha WX ISppUMTOpHH, A TEKKE TO, UTO
MOCYZapsTBO myeel  CYBOPRHHOS (OpaB0  OQOPSUSAAT: M NPOBOIHIL
roCYIapcTBEHAYIO TONMATHEY (10 BOMPOCAM, CBAIAHIDIM ¢ WHGOPMAIBIOHHO-

TR n i A ——
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TCTEKOMMYHMKALUKOHROR  CeTblo  «Mimepuer», mwonodas  obecrevsdus
besariacHocTh,

byAytu yDERSUNDIMIE D TOM, IO ARIbHEALIEE YrnyDileHke noBepia H
padudTRe  k3auModcHcTimi Crepow s 002acTM HOOOTBIORBAHMA
HHBOPMATKOHHG KOMMYHHKAUMORILIX TEXHONDI MH ABARIOTCH 12C IOATCILHOH
HEOOXOOHMOCTBIC H OTBEYANT HX MHTEDCCAM,

[lpunasas  Baknoe Miwdende Danancy Mexay ofecnedenues
SetonachocTn  cobloeHuoM MPaR uermoBReka B OOMACTH RETIOGILIOBAHKA
HHBOpMAUAORIO- KOMMY HHKALMOKKLIX TEXHONO0rA,

CTpemac UpEIOTBPalUATD YIPO36l MENAYHUDOAHONH MH(OPMALUOHHON
Ge30nacHocTH, OBECMEURTs WETBPECH  uidOpMALMOKHOHE OejonacHocTH
rocysgpcis  CTOpoH 3 uehsX  (DOPMADOBEHWE  MEXIYHApOIBEOH
HADOPMALHONHOR CPeabl, MM XOTODOR XRPAaKICDHBL MEP, Gei0MacHoCT:,
OTKPEITOC b H CUTPYAHHYECTRD,

Alenan CRXRIATYE (1IPABOLLIE K OPIANHIaI [HHINLIG OCH OB COTPYIHAYCCTBA
Cropos  p ofnactn  obechederns  mexnylapowiod  HudopmauMoioi
BEICMACHOCTH,  HONOAM MY RIGAMIIOID  YREWCHMA  HEIABNCHMOCTH,
CYBEPEHHTETA, MHTSPECOR H [CPPETOPHANLILOH 1[EI0CTHOLTH, ¥ XOTOpPDE HE
HEHPEBJ[EHG Ha HPH‘{I{HB]IHE BPE,EI'EI HII“I'[!PECHM I'PETI;E:IE E'TDPGFIBI,

Carnacunncs o nuxecreyIaues;

Ctaresn |
Ccenornble yrpolsr & obiracee obecnevycunn
vexuyiapornod andopyauneisok Gelonasioery

[Ipy ocyluecraneHsn COTPYTHWMCCTDA B COOTBETCTBHE € HACTOLUIHM
Cornamennes: CropoHbl YCXOUAT W3 701U, 910 OCHODHRIMH ¥IpuiamMH &
oOnactit obecnecHUs MEKEYUADOIHOA HMHQOPMALHOHROR BEI0ITRCHACTH
HIINETCR MCNIbIGBAIKE Hltﬂ]ﬂp?slalLﬁ!(iH HO-XOMMYHHKAITHOHHRX T2XHONOr 1!

1) nnA OCyHECTINEHMS  AKTOH, HATPABICEALIX 1@ LHpYLUEHHE
CYBEpEHITeTa, DE30NaCHOCTH H TCPPATOPHILIIOHE 1ReIOGTROCTH TOCY AAPCTE;

2) JIMA HANECCHHA JKOHOMMMECKOTO M Apyroro viiepGa, B TOM WHCAC
ITy7eM OKATANKA ASCTPYXTUBROrD ROZNGACTIHA 112 COROKTLL MMPOpMALHOHHON

MEGPACTRYKTYPEI;

3} B TCPPOPHCTHYECKHMX LEASX, b TOM HMCAS AN%  (polardkib
TEPPORHIMA 1 LIPHEICYEHHE K TCPPOPHCTHULCKOR HeA TeALHOCTH;

4) 414 COBCPINCHHA MpeCTYTNieHu#, R TOM YHCHAE CRAZAHHHIX C
HEAPABOMEDTIBIV JOCTYIIOM K KOMOGIUTEPIIOH onhODMALINKE, KOMTIBIOEPHRM
CETEM, CeTH «MH1epieTs,

—
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5) ZNA BMOEWIZTCNECTBZ BO BHYTPEHHMS jTeNd roCYNAPCTS, HapylUeHHA
OGIIECTBEEBOrD NOPAAKA, PAISGINAHHA MCKHALUHOHAIBHOA, MENPAECcORUH W
MEXXON(QECCHOHARBHOHA BPaXIbl, TPOMAraHAL CACKCICKHX H xeenohobermx
Epeit W TEOPHEE, MOPORAROMAX HENauucrs M  JHCKPUMHEHALIELW,
NOICTPEKAIDIMAX K HACHAHIC H HecTabURLHOCTH, 2 rRoke win fectaduiuialum
BHYTPHIDIHTHUSCKCH i COLMAABHO-IKOROMUHECKOH ODCTAHOBKH, HApY LSS
yOpasneHHs rocy IGpCTa0M;

6) Ang pacnpocTpaizenys nEGOpMaLHH, HaHOCRICH BDea COUICCTREHHD-
OCOETHYECKOA MW CONWANRHO-IKONOMMYSCKON  CHUCTEMAM,  UyXOBMCH,
HPABCTBEHHOA ¥ Ky ALTYPICON cpee Py X rocy/12pCTs,

Crarer 2
Obtmme ApAHLNRSI COTPYAREAECTEA

l. Cropors! OCYLIECTBIAIOT COTPYNHHTECTEO B 06N2CTH obecnevera
MENCIYHApOIHOH HHPOPMAITMONHOH De30Iacs0CtA B paMKax HACTOSLIETO
CornameHHa TakHv 00pasoM, 4Tobbl Takoe COTPYAHKYECTRO crnocofeTEoBang
CONMATBHOMY W IKOHOMWSECKOMY DAIBHTAIO, FRLIC COBMECTVIMO € IAAAHAME
ACAZSPKAHNR  MOHKIYHAPOUHOIO MHpPA, OCICMACHOCTH ¥ CTabMABHOCTH o
COOTBETCTRBOBAR0 OBiNSTIPUINANNEIM NPEHUMIIAN M HOPMAM MERAYHAPOHOIO
Npasa, BKUCWAN OPHILUMOE  B3AMMHON0 YBAXSHWS CYBEPeHHTETZ
TEPPHTOPHANBHOH [[SNOCTHOCTH, MEPHOTO YPCIYTADOBaHWA CIODOE o
KOHQNHKTOB, HeNPHMEHEHHA CHNE] H Yrpoasl CHAOH, HCBMCIDATEThCTBA BO
BHYTpeHIe fAena, YBRXEHME RpaB H ocuomuaix ceOf0f Yem0BeHa, a TAKNE
MPUHUKOAM  MBYCTOPOHHEND COTPYANHMECTEA ¥ HEBMEWATEALLTBA B
HHBOPMAITHORHE e pecypcs! rocyaapers Cropon.

2. Jestenpiiocts CTOpOR § paMiax 4ACTOMIUETC COrMAWEHHA NOMKHE
OBITH COBMECTHMOM ¢ 3aX0HOIATENLCTBOM 1'0cyuapeTe Ctopon. Croposy He
AMELIMBAIOTCA BO REYIDEHHUE N8)12 Opyr ApyIa, yBANKAIOT [IPaBa H OCHOBHLIE
CROGONN HEMOREKA, 4 TAIGKE NPWHUMKNL HBYCTOPOHHETO COTPYIHHYECTAR W
HEBMEIIATEIBCTRA B HHOPMANHOHHLIC pecypusl Focyuaperaa Ctapaul,

3. Kaxpan Cropona pMEeST DEBHLIC NPARA HA 33LIHTY HHPOPMALHONHRIX
PECYPCOB CBOCIC [OCYHNADCYTEA OT UCHpaROMEpLIor: HCIONbL3OSaliME H
HECEHKI[HONKPOBAHHOIO BMCUIATENRCTRA, B TOM UHCIE OT KOMDBIOTEPHBIX
atak Ha uux. Kaxpas CTopora He DCYUIRCTRIACT NO OTHOWSEKIQ K Apyro
Cropotie noaocbimx aeitcTerit v oKA3piBaeT cojchceTeue apyroi Utopoke B
PEAIHIZHHK YKE3SHHDIL PaB.

4, CTopolLl YBRKAIOT CYBEPEHMICr M TEPDHIUPHATBHYIC LRIOCTHOCTS,
YPECYIHPYIOT CIOPLl W KOHGMUKIL] MHDIIMMY crocoBany, B MENoNLIVIOT CHITY
HTH YIpPO3Y TPHMENCHMA CHNBl;, NPHIRMRAIOT YCHIHA K TOMy, 4robbl
MHPOpMALMOHAAR  HHOPACTPYRTYD2 W pecypckl Tocviapete CIopoH  he
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HCNOARIOBATHCL TPETheH CTOPOHOR MMA HanecerMs viyepba rocyiapcrsas
Cropon.

Craren 3
(¥cnopuLie HANPARTEHRA COTPYAHHYECTES

1. C yucTOoM OCHOBHEIX YIPO3, YKASGHHEIX B CTATLe | HacTosuero
Cornawensus, CTopoHb!, YMONHOMOYEHHEE NPEOCTABATSH W KOMAETEHTHIIE
opfans rocynapers CTOpOH, KOTOPHC ONpPEAensioTes B COOTBETCTEMH co
CTaThel 3 Hacteawero Cornamedns, OCYIMECTAARIOT COTPYNHWYECTHO B3
08nactu ofiecneucHud MeNUlyHAPOIHOR Mkdopmanoniioli BesonacHocTy 1o
CASIYIOLIHM OCHOBHBIM HAEMPARTCHHAM:

L} yuacrve B pa3paboTRe H NPONBMKEEAH HOPM MEX;IYHAPOIHOIO NPAZA

B Utdax obecnevenas HaUMOHANLHOR W MeXIVHapoanodi wudopMalnuorKoil
GEI0NACHOGTH;

Z) KOOpOHHAUHA NPOTHBOACECTBHY yIposaM B 0fnacTH ofecnevensns
MBKEYHAPOLHOA HHGOpManHOHHOH Gel0nacHOCTH, YKITaHHBIM B CTaThe |
xacrosuiero CoTnamenus;

3) obmen HuigpMALHSil B MPaBOOXPANHTENLNOH ofNacTH B IENAX
pacCieloBaHHR  Acn, CBAIENHRX C HCNONLICRARKEM  HHDOPMALMOHEO-
KOMMYMOKAIMOHERX TEXHONOTAA B TeppopHCTHYECKHN W KPHMHAHEILHEN
Lemnax;

4) carnacoBadKe TYTEM NEPETOBOPOD H OCVINECTBAEHHE HEOSKOANMBIX
MEP  IOBEpDHE, cnocobCTRYINIHX 00eCOeHEHHID MBIV HAPOIHOH
HrdopMauEoLIel Sezonacaocrs;

3) ubMmen uupopMaUHEl MEXIY KOMOCTEKTHEIMH OpraHaMu racy;japcTe
CropoH N0 Bonpocad oBecnetenid 6€30MacHOCTH, BIUIKIYEE COTPYAHNYECTEO
Mexay YMOJHOMOUYEHHBIMH oOpramamu rocygapete Cropo R ofnacTu
PCATHPONAHUS HA KOMILOTEPHGIS HHLHISHTR

£) cbmer uHdopmauMedl o laKoHONaTENLCTBE rocyaapcTR CTopoH mo
ROTEPOCaM ehecneweHa nHdupMauHOHHDE BE30MECHOCTH;

7) cozeficTRHE COBCPUICHCTEOBAHHIO JABYCTOpPOHHeR HOpmardsno-
npasoBod 6a3sl ¥ MPakTHYCCKMX MEXAHMIMOB COTPyaHWMetTBa FOCY[APCTR
Cropon 8 ofieciTevCHHE MeK IYHAPoAHOH HehopManmor HoH Ge30NaCHOCTH;

B) yraybnerHe siaMmoneficTBMA W KOODOHHAUMH  OCATCALIOCTH
rocyaapets  Cropos  no  npobnemaM  ofeCmedMeHHA — MemavHapoIMol
HlPOpMALHOKAOI BE3ONACHOCTH B paMKaX MESKIYHAPOUHEIX OPIaHHIALAA M
dopymos (ekmogan Opranvsanyd Ob0seurennsx Hauald, Mexpyuapoawsii
Ccol3 nexTpocEsi, MexIyHapoauylo OpraHA3alyio Mo CTARJIAPTAALMH o
Apyrue),
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9) npovenende paBogux seTped, kondepeniuii, CeMHHAPOB M APYTHX
DOPYMOB YIONHOMOUCHHEIX NPEISTABHTCICH H JKCNCPTOR rocygapers Cropou
B chepe MeKIyHApOnHOoR HHQOPMAMMOHHCHR HeI0UACHOCTE.

[0} yxpeonenwe a3auMOIEACTBRA B O0UACTH [COArOTOBKK xaupos,
CTARHPCBOK, OOMEH  COCUWAIMCTaMH B cdepe  MEROYHIPOLHON
HipopManroHiDi HesonacHoc ;

11) BaammopeiictBHe B ©DAAacTH fepcdayd TCXHOnMerni# A cdepe
Huopsalgortok CeacacHOCIH B COOYBEICIEMK ¢ 34KOHOLATEIRCTBOM
rocynapets CTopos,

12) coaname ycnuuﬂﬁ AN BIZMMOALHCTEHA KOMIETEHIHBIX OPIaHOB
rocyaapere Cropon 8 Wafax peannsawsu Hacroswere Coratietns.

2. CTopOlE HIM KOMICTCETHRIC OpIallkl rocyjapcTs CTOPOH MoryT
ONPENSAISTe DPYrHe HA(PARICHHA COTPYINMYCCTEA AYTEM ITHCBMCHIOH
LOroBOpCHHOCTH.

CraTau 4
Koopasnapyionme opuann

B uensx cogcAcyeus  3QdeKTHBHOW  peanuzaudd  TOMOSKCHUG
HacToAuiere  Cornamenus ¥ YCTAHOBNEHWA  HEMOCDENCTBEHHUID
BammMomedicTeHs  Mexay CounandcTeveckodi Pecuybamxod Boetem n
Poccuiickolt  (eneparueir 3 pamxax  wacrodeiero  CONIEICHHR
KooparrHpysowEMH OpraszmMu ONpeIeTeHE

ot ConramucTadeckefi Pecny@nuxe DBuetmam -  MunvcTepeTao
oBuecTrerHGix o30nMacOCTH,

ot Foccuilcxoi Penepalnrn - annapar Couet licaciiaciocTr Poccuiickoi
depapanun.

[Tpr neodxoanMociy CTOPOHLI MOMYT 32MEHUTR KOOPAHHHPYHOLIKH
OPrad, HeIAMCWIKTENLHO OMOBECTHE b IncMcHTION (opMe O  TakHx
HIMEEEEUSX Py Yo CTOPOHY NY HMNTOMA [HISCKAM KAHAIAM.

Craren 5
PopPMBI H MEXAAHIMBI COTPYANAYECTEA

|. [MpakrHyeckoe BIZUMOAEACTBHE 10 KOHKPETHhIM HALPRBIEHKEM
COTPYIHAYECTBA, NPeOyCMOTPCHELM NacTofumM CornarzesnesM, Cropoeh
MOrYT OCYLCCTHAATE MO THHHH KOMIICICUTLILIX Qprafion racyJapcts CTGDOH,
OTBETCTBEMHLIX 12 peanulalMio vactosuero Cornaienys, B Tederve 60 1neit
<O JiuR BCTYTIAEHNM HacTosuero CornaiuckHus B cvny CToporbl 06MeHAI0TCN
IO AMANOMATHUECKHM KAHAMAW NantiuMK O KOMOCTEITHMX DRTaHaX
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rocyrapcTd  Cropon,  OTACICFREHHBIX 33 DEATASAUMI0  HACTOAILEID
Cornaiesan.

2, B ueix CO30aHMA UPauOBLIX W OplAHHIGUAQHHEIX OCHOS
COTPYAHMYCSTBE Mo KOUKPCITM  HanpasiéfiniM KOMOCTERTHAIE ODIAMH
rOCYyQapate Cropor  moryr  JaKATOMETN  SOOTBCTCYRYtOMAe  ROTORODH
MEHBCIOMCTRSHHDI'D XAPAKTEPE.

3. C UeAsIn paccMapenis xoaa peannianaw nacroswero Cornamenns,
obneHa MHDOPMALIKER, ARATHIA U COBMCCTHON OURILKH BOTHHKAOLINK YTDO3
MekayHapoanod sudopsauncorndi BesenacHocTH, a TAKKEE OUpeNenernd,
COTACOBANMA ¥ XOOPUKKALIMH COBMECTIERIN MCP PEAFMpOBAHKWA Ha TaKHE
yrpoast  CTOpOHb! 1pOSOAAT HA DETY/ISPICH  OCHOBE  KOUCYIbTALHH
¥NOTHOMOMCIHLIX ¥ KOMTICTEHTIILIX OPralon racyAape1s CTOpoH.

YKA3aHHEIE KOMCYMBETALHN Mpoaoaarcd No corpacosanuic Cropow, 2
pai b roa, notepesexso 8 Counanncrwuecxoi Pecryfnuxe BocTHaM M
Pocenidckoil Derepaling.

Kesnas #x  CropoH  MOXET  HuMdUMMpoOBaTle  MPOBGLSHHE
HOMOAHHTENBHAX KOHCYILTALWH, TPEIAAran BREMA M MECTD WX TIDUNEACHHA, 3
TEKKE BOHBECTRY LT,

Crares 6
3amara mirgoOpMAIIEH

Cropoust ofeCiICYHBAIIT HALIEXKALNVIO IAMMTY NepeJARacMol HIH
CO3RBASMOH B X04¢ COTPYIHHYECTBA B PAMKAX HACTOHIUETD Cornauienus
HHOOPMALNE, R0CTYND K KOTCPOH  OrpddMyeld B COOTHEICTREH C
AKOHOZATSILCTROM FRCVIADCTE Cropou,

Jammra Takod yHOOpMaUMK OCYLIRCTBMRETCA 1 COCTBRTCTBAM &
FAKOHO,IATEIBCTEOM H {HIH) COOTRETCTEYIDMKAMA JIOPpMaTHEHEIME NREROBEIMA
aKTaMH rocyaapcrea  nodyyawieed  Cropomst. Taxan HHQODMALAS e
pACKpLBADTEA ¥ WG nepejaetcn Bea mucLMennoro cornacua  CTOPOHEL,
ARNROTIEACA ACTOYHHANOM rrof lll‘l(bﬁpn-lﬂllﬂﬂ.

Takax  wngopmaigs  o0oaHadaeIcd B OOOTBSTCTBMA €
JAKOHOAATEILCTBOM TocyIapcTs CTOpOL.

Mopsgox  obmena  wRdopmaimeR,  COAEpXNKAMER  CBEAEHHA,
COCTARARIOUIME TOCYAAPCIBCHHYW TaiiHy Poccditckod Depepadidsl WM
cekpeTHate Marepranel CoudwincTdcckoit Pecnvbidxk BeeTnam, NOpAIoK
JaMUTR  Taxofl  WAGOpMailMl  onpopeisiotcs  COFTALUCHHEM — MeXEY
MpawuteasetsoM  Coupanwcrhuecken  PecnyGnmxi  BeeTHam o
Mpasurenscrsom Poccuiickoil $ejepauun 0 saakMIoM ofiecneve il JAMLHTE
CERPETHBIX MaTepnaion 0T 27 Mapta 2002 roja

T e

or e
[
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Cratean 7
OHAAHCAPODATIHE

1. Croponns| caMOCTOATEABES HECYT PACKOMBI, CUATAHKEIE C YSaCTHEM X
NpCOCTABHTENER M SKCOEPTOR B COOTBETCYBYIOMMX MEPONPRATHAX 1O
REINONHERHIe BacTosiero Cornamenus.

2. B OTHOUICHMM NPORMX PACXOROR, CBAIGHMEIX C BLIIOTHEHHEM
Aecromgero Coraamenns, CTOpoHn 8 XamOOM OT{GTBHOM SIYMAC MOIYT
COTRECOBMDATL  MHOK NOPAIOK (PHHAHCHDOBAHMA B COOTBETCTEHH ¢
3aKQHOARTENLETBONM rocynapcts CTopon.

CraTen 8
Orupureiine K& APYIuM MCRIYES POIHLIM J0TOBOPAM

Hactommee Corsameane we 1aTparMBasT Npas H OBA3aTEXRCTB KaRAOH

11 CTOpOH MO ApyTyM MEXIYHAPONHLIM AOTOBOPEM, YH4CTHUKOM KOTOPRTX
ABNAETCR EC FOCYAAPCTBO,

Cratea 9

Paipeiuenye cnopos

CTopoHs pemialoT coopheie BOTIPOCE], WOTOPBIE MOIYT BOIHMKHYT: B
CEAIA < TONKOBAHHCM HIE npHMEHSHMEM [ICKEARA  HASTOsiNero
COrNatICHUY, MyTEM KOHCYNSTAUAR M HEperosopos MEKDY KOMIETEHTHSIMK
OpraHaMB  rocymapeTe CTOPOE W B cnydas  HeoOxommmoctst o
ARTIOMATHYECKUM KaELIAM.

Craren 10
JaKTI0YRTEEL e OTOKEIIHA

1. Hacrosmee CornawenHe BeTyiaer B criy Ha 30-# JeHs €O OHA
OOMYHEEHA [¢  AUDNOMATHMECKEM KagamaM TIOCASTHEND NHCEMEHHOTO
YBEIGMACHHA O BANOAREHHH CTOPOHaMI BITYIPHTOCY A BPCTREHHEIX nponeayp,
REoOXOMMMENX LR 8ro RCTYIIEHNS B chuty.

2. e cornacuo Croport B tracTosmer COrIQLCHHE MQrYT BHOCHTRCH
IOMEHCHUS, AANAOUIMECH HEOTREMNEMON TacThey nacToRinero Cornameyus ¥
0opMAACMEIE OTAENSHMMH HPOTOKOIAME.

3. Befctene Hacrosmere COTMamenns MOMET OLITh NIPEKPAINEHO MO
werewerrM 90 misiE  co  aug  nomywenua  oauod  ui Cropon no
AUTUIOMATHYCCKHM KaNAIAM NKCEMeHEOro yRemoMicHuA Apyroi Croponm o
®& HAMEDCHKA NPEKPATHTD geficTene HacTosmero Coramexyd. [Tpexpamenye
pedcrana  Hactosiuero COCAAMIBHWS HC  1aTParWmaeT  MRPONPHATHE.

7
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H[- CCYMSCTRAAEMBIE B PaMxax covpyiutriecrsa CTOpoH, HNM COrNacoBaHEbE
paiee.

4. B cnyuse npexpawesus geficysms pactommero Corirawmenrs
Cropoibl NpWHHMAICT MEpbl W1 NOMMONG BMMCAHEHHE OGSIRTERRCTE Ng |
JUMATE  HHPOPMALTHY, 4  TaloRe OOECNEYMBWOT BHINONNEHME paHes
COTNACOBAPHWX COMMECTEEO( palioT, NpoeXTCl ¥ HHLIX MEponpRsTAi,
OCYLUECTRISEMEIX B DAMK2X HACTOAlero CornamicHHa ¥ We 3apeplleHHLX K
MOMEHTY [MpeKpatlleHus 18HCTAHA HACTOANETG COTNAlEENS.

CoBepiieRo B T. Iigﬂﬁ «_{)6 » contabpa 2018 r. 8 apyx
IHIEMILIAPAX, KAMILA JKISMILIAD HA BLETHAMCKOM, PYCOKOM ¥ HTTHICKOM
TIHIKEX, [PHYEM BCE TEXCTH HMMEIOT COWHAKCBRYIO cuny. B cmygae
BOIHKHOBRHHS pACROKOEHMA B TONROBANHY WCHAARIYETCE Tekel Ha
AHFAHHCKOM HikIKE.

3A NIPABHTEALCTRD 3A NIPABHTEIRCTRO
COOHATACTHYECKOH I'ECITYEJAMKH BRETHAM  POCCHHACKON OENEPALINHA

e fy |

EYd BAH HAM CEPLEU AABFOR |
Zamecrureab Mﬂﬁuﬁjﬂd ﬁ?{uycffhmu Maﬁuﬂf ﬁnwpawux @n
Fg;pnmmrw
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Il AGREEMENT

BETWEEN THE GOVERNMENT OF TRE SOCIALIST REPUBLIC
OF VIET NAM AND THE GOVERNMENT OF THE RUSSIAN FEDERATION
ON COOPERATION IN THE FIELD OF

INTERNATIONAL INFORMATION SECLRTTY

The Government of the Socialist Republic of Viel Nam and the
Government of the Russian Federatlion, hereinafier referred [o as the Parties,

Noting that considerable progress has been achieved in the developmeni
and implementation of the latest information and communication technologies
that have a considerable impact on ensuring internat{onal Information security,

Noting greal importance of information and cornmunication technologies
in social and economit development for the benefit of the entire humanity and in
maintaining international peace, securily and stability in medern-day conditions,

Expressing concern aver the threats linked to the possibilities of the use of
information and communication iechnologies for purpeses inconsistent with the
tasks of ensuring intenational peace. security end stahility, for the purpeses of
undermining sovereignty and security of States and interference in their internal
affairs, violation of the citizens’ private life, destabilization of domastic
political, social and economic siluation, {omenling of imerethmc and
interconfessicnal sirife,

Attaching preat importance to internatippal information security as one of
the key elemenis of the intemational security system,

Supporting the development and adoption under the auspices of the UN of
norms, rules and principles of responsible behavior of States i information
space in order 1o promode equal security {or all countries,

Affirming, that giate sovereignty and imernational norms and principles,
which flow from stale sovereignty, epply to behavior of States within the
framework of activities related to the use of informalion and communication
technologies, and to their jurisdiction ever information infrastructure within
their territory, and that a State has a sovereign right to determine and implement
public palicy on matters related o the Intemet information and
telecommunication network, including ensuring security,

Convinced that further butld-up of wrust and interaction between the
Parties in the figld of the use of information and communication technologies is
8N Wrgent necessity and corresponds with their interests,

Altaching major imporiance to Lhe balance between ensuring sccurity, and
respecting human rights in the field of the use of information and
communication wehoologies,

R T
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Seeking to prevent ilireats 1o International information security, to protect
the interests of information security of the States of the Parties in order to form
intemastional informalion environment, for which pcace, security, transparency
and cooperation are inkarent,

Wishing 10 estabiish legal and organizational foundation for cooperation
between the Parties in the field of internationel information security on the basis
of mutual respect for independetice, sovereipnty, interesis and territonial integrity
and without intenfion to cause damage to the interests of any third Party.

Have agrecd as foilows:

Acrticle §
Major Threais in the Ficld of Internatienal Iaformution Security

In cooperating in accordance with this Agreement, the Parties shall act on
the premise that the majer ihreats m lhe field of international mformation
security are posed by the use of information and cermmunication technologies:

1) for commitling acts aimed &l undermining sovereignly, securily and
territorial integrily of States:

2) tor causing econoniic and other damape, including through destructive
impact or: eiements af infarmation infrasiructure;

3) for terrorisi purposes. including for terrorist propapganda and
engpagement (7 lervorist aciivilies;

4) for committing crimes, including those connected with upauthorized
aceess lo computer information, computer networks and the Internet network;

3) tor iaterference into the domestic affairs of Stetes, violation of public
order, incitement of interethnic, interracial and interconfessional strife, advocacy
of racist and xenophobic ideas and theories that ignitc hatred and discrimination
atd foment violence and instabilily and also for destabilizing demestic political,
soelal und economic gitation and disturbance 1o slate govemance:

6) for disseminaiion of information harmf{ul to secie-political and socio-
economic systems, spirituzl, morsl, and cultsral environment in the States of the
Parties.

Article 2
Genceral Principles of Cooperation

1. The Purtics shall cooperate in the ficid of ensuring international
information security within the framework of this Agreement in such a way Lhat
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such cooperation promotes social and economic development and is compatible
with the ebjectives of maintaining international peace, security, and stability and
corresponds with the universally accepted pnnciples and norms of international
law, including the principles of mutual respect of sovercignty and territorial
integrity, peaceful settlement of disputes and conllicts, non-use of force or threat
of force, non-interference in internal affairs, respect for human rights and
fundamental frecdoms, as well as the principles of bilateral cooperation and
nen-interference in informalion resources of the States of the Parties.

2. The activities of the Parties within the framewark of this Agreement
shall be compatible with legislation of the Stale of the Parties. The Perties shall
not interfere in each other’s demestic affairs and shal] respect human rights and
fundamentel freedoms, as well as the principles of bilateral cooperation and
nofl-interference m information reseurces of the Siates ol the Parties.

3. Bach Party shall have equal rights 16 protect infermation resources of its
State from unlawfu] use and unauthorized mierlerence, including from computer
attacks againsi them. Each of the Parties shall not 1ake such action against the
other Party and shall assist ather Parties in fulfilling the specified rights.

4. The Parties shall respect sovereignty and terrilorial integrity, setile
disputes and conflicts by peaceful means, nol use force or threat of force; make
effprts in order to prevent the use of information infrastructure and resources of the
State Parties by a third party in onder o cause damage to the States of the Parties .

Article 3
Majar Arcas of Cooperation

1. Taiking into account the major thrcats listed in Article 1 of this
Agreement, the Parties, their authorized representatives and the compelent state
authorities of the Siates of the Panies assigned in accordance with Article 5 of
this Agreement, shell cooperate in the figld of ensuring international information
secunty in the following major areas:

|} participation n development and promotion of the norms of
mternational law Lo ensure national and intemationsl information security;

2} coordinatien of coumering threats in the fieid of international
information security listed in Article 1 of this Agreement;

3) informaticn exchenge in the field of law enforcement in order to
investigate cases conngcted with the use of information and communication
technologies for terrorist and criminal purpoeses;

e ———
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4) harmenization by way ol negetialions and implementation ¢f necassary
confidence-building measures conltributing to ensuring jntemational infermation
Security;

5) informalion exchange belween competent authorities of the States of
the Parties on the issucs of cnsuring security. including ccoperation berween
competent authoritics of the States of the Parties in the feld of response to
compuler incidents;

6) informetion cxchange on the legislanen of the States of the Pariles
related Lo ensuring information security;

7) assistance 0 improving bilateral lepal anc policy framework and
practical mechanisms of cooperation berween the States of the Parhies in
ensuring international mformation securily,

&) iniensifying cooperation 8ad coordination of aciivities of the States of
the Partics with regard to ensuring international information secunily within the
framework of international organizatiars and fora (including the United Nation,
International  Telecomnmnication Umien, [olemnational  Standardization
Orparization, eic ),

9] holding working meetings, conferences, workshops and other forums
of authorized represeniatives and experts of the States of the Parties in the field
of mternational information security;

19} srenghening interaction in the area of personnel training, internship,
exchange of specialists in the field of international information security.

11} coaperating to trensfer technology in the fleld of information security
in accordance with the legislation of the States of the Parties;

12} creating conditions for interaction between cormpetent authortties of
the States of the Partics for the purposc of implementing this Agreement.

2. The Parties and competent authornities of the States of the Parties may,
by written agrecment, deterrmine other areas ol cooperation.

Arlicle 4
Coordinating Authorities

In order 1¢ facilitate efTective implemeniation of the provisions of this
Agreemen: znd esiablishment of diregt imeraclion between the Socialist
Republic of Viet Nam and the Russian Federation, the coordinating authorilies
within the framework of this Agreement shall be deterimined as follows:

from the Socialis: Republic of Vier Nam - the Ministy of Public Securiry;

T
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from the Russian Federation - oflice of the Security Couneil of the
Russian Pederation.

If necessery, the Parfies may change the coordinating authonty by
unmediately providing a written notification of such changes to another Party
through diplomatic channels.

Article 5
Farms and Mechanisms of Cooperation

1. The Parlies mey ensure practical interaction in specific aress of
coeperalion provided for by this Agreement through the competent authoriues
of the States of the Paries responsible for the implementaton of this
Apreement; within 60 days afler the date of entry into force of this Agreement,
the Pariies shall, through diplomatic channels, exchange dara on the competent
aulhorities of the States of the Parties responsible for Ihe implementation of this
Agreement,

2, In order to lay the kegal and organizational foundation for the
cooperation in specific areas, the competent authorities of the States of the
Parties may conclude relevant inter-agency agreements.

3. In order to review the :mplementation of this Agreement, 10 exchange
information, analyze and jointly assess arising threms 1o international
information secunity, as wel] as to determine, agree upon and coordipate joint
response measures against such threats. the Parties shall hold regular
consultations of desipnated und compeicnt authorities of the States of (he
Parties.

The mentioned consultations shall be held, upon agreement between the
Parties, two times a year, in the Sociahist Republic of Viet Nam and the Russian
Federation on a rolating basis.

Each Party may initiale additional consultations and suggest their dates,
venue and agenda.

Article 6
Prutection of Jnformation

The Parics shall provide apprepriale protection of the information
transferred or generaled in the course of cooperation under this Agreement,
access 1o which is limited by the legisiation of the Stawes of the Parties.
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Such information shall be protecied m accordarice with the legslation
and/or relevant normative tegal scis of the State of the receiving Party. Such
mforraation shal] not be disclosed or transferred withoun & wrinen consem of the
Party transferring this information.

Such information shail be duly marked in accordance with the legislation
of the States ol the Parties.

The exchange of information containing data constituting a Stare secret of
the Russian Federation or clessified materials of the Socialist Republic of
Vietnam, as weli as the procedures for protection of such information shall be
determined by the Agreement between the Government of the Socialist Republic
of Viet Nam and the Govemment of the Russian Federation on murtual
protection of classified informetion of 27 March 2002

Article 7
Financing

L. The Parves shalt independently bear the costs of the participation of
their represenlatives and experts in the relevamt activites 1o implement this
Agreement.

2. With regard 1o other costs related Lo Ihe implementaton of this
Agreement. the Iarties may agree upon other financial procedures in ecach
particular case in zccordance with the legislation of the States of the Parties.

Article §
Relativn to Gther International Treaties

This Agreement shall nat aiTect the rights and obligations of cach Party
deriving from other international trcaties 1o which its Siate is Party.

Article 9
Setflement of Disputes

The Paries shall settle the disputes that may arise with regard Lo the
interpretation or application of the provisions of this Agreement through
consultations and negotiations hetween compelent authorities of the States of the
Parties and. if necessary, through diplomatic channels.
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Article 10
Final Provisions

I This Agreement shall cater inte force on the 30™ day foilowing the date
of the receipt, through diplomatic channels, of the last written notification on the
completion by the Panies of their domestic procedures necessary for its entry
into force.

2. By mutual consem of the Parties, amendments may be made 10 this
Agreememn, which shall be considered an intcgral part of this Agreement and
formalized as a separate protocols.

3. This Agreement niay be terminated 90 days after the receipt by either
of the Partics, through diplomatic channels, of 2 written notification from the
other Party of its intention 1o terminzte this Agreement. The termination of this
Agreement shall not affect aciivities undertaken as part of the cooperetion
between the Parties of formerly agreed. ~

4. In casc of iennination of this Agreement, the Parties shall iake '
measures 19 fulfill their oblipations in the {ield of proteciing information as weli
as 10 implement formerly agreed joint activities, projects and other measurcs
carried out under this Agreement and not completed upon tetmination of this
Agreement.

Done at _ Sa.k; on “_0k " September 2018, in two
copies, in the Vietnamese, Russian end Enplish languapey, all of them being
equally authentic. In case of any discrepancies in interpretation the English text
shall be used.

FOR, THE GOVERNMENT FOR'TTIE GOVERNMENT
OF THE SOCIALISY REPUBLIC OF VIET NAM OF THE RUSSIAN FERERATION

2% Z
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Bus Van Nam
Degucty Hinister of Public Secarty
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